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CeepasioBckas 00J1aCTh
I'opoackoii oxkpyr Bepxuss IIbimma
MyHuuunajibHoe aBTOHOMHOe 00pa30BaTeibHOe YUpe:KIeHne
JAONOJHHUTEIBHOr0 00pa3oBaHus «/[0M I1eTCKOIro TBOPYECTBA»
(MAOY 0 «11T»)

[TPUKA3
«22» ssuBaps 2024 r. Ne 8]1/4

r. Bepxsssa [eimma

OO0 yTBep)KICHUN MHCTPYKIIUH
IO 3aIUTE TePCOHATBHBIX JaHHBIX

Bo ucnonnenne ®@enepanpaoro 3akona Poccuiickoit @enepanuu ot 27.07.2006 1. Ne 149-
O3 «O6 wuHpOpManyK, WHOOPMANMMOHHBIX TEXHOJIOTHUAX W O 3alUTe WHPOPMAITUN,
®enepanbHoro 3akoHa Nel52-@3 ot 27.07.2006 r. «O mnepcoHaNbHBIX JAaHHBIX» U IMPOYUX
HOPMAaTUBHBIX JOKYMEHTOB I10 3ammre WHGOpMAIMU, a TaKXKe C IeNbl0 OOecreueHus
0e301acHOCTH IepcoHaIbHBIX JaHHBIX B MAOY JIO «1J1T»,

ITPUKA3BIBAIO:

1. VrtBepaute u BBecTu B aelicTBHe MHCTpykuuio mosb3oBaTens HH(OPMALMOHHBIX
cucreM nepcoHaybHbIX 1aHHBIX MAOY 10 « JAT» (ITpunoxenue 1 k Hactosimemy Ilpukasy).

2. YTBepIWTb M BBECTH B JielicTBHE IHCTPYKIIMIO 110 MAapOIbHOM 3amuTe nHopMaIuy B
MAOY O «IdT» (Ilpunoxxenue 2 k Hacrosmemy [Ipukazy).

3. VYTBepauTh W BBeCTH B JeiicTBue MHCTpYKIMIO MO OpraHM3anuy aHTUBHUPYCHON
3amuThl nHGopmanuu B MAOY J10 «JAT» (Ilpunoxenue 3 x Hactosmemy [pukazy).

4. YTBepauTh U BBECTU B JieiicTBUe MHCTPYKILMIO IO OpraHU3alli pe3epBUPOBAHUS U
BOCCTaHOBJIEHUSI pa0OTOCIIOCOOHOCTH TEXHUYECKUX CPEJICTB M IPOrpaMMHOT0 obecrieueHus, 6a3
JTAHHBIX M CPEJICTB 3aLIUThI HHPOPMALUU B UH(HOPMAIIMOHHBIX CUCTEMaX MEePCOHANBHBIX TaHHBIX
MAOY 0 «IAT» (ITpunoxenue 4 x Hactosemy [Ipukazy).

5. Yt1Bepauth u BBecTU B jeiicTBue [lopsinok oOpamieHnst co CbeMHbBIMM MallUHHBIMU
HOCUTEJSIMU TiepcoHanbHBIX NaHHbBIX B MAOY JIO «AAT» (Ilpunoxenue S K HacTOSIIEMY
[Tpuka3zy).

6. TpeOoBaHUS HACTOSIIETO TpPUKa3a JIOBECTH OO PAOOTHUKOB, OCYIIECTBIISIFOIINX
00paboTKy NEpCOHAIBHBIX NaHHBIX B MH(OPMALMOHHBIX CHUCTEMax MEPCOHAIBHBIX TAaHHBIX B
MAOY OO0 «A1T».

7. Kontpons 3a ucnonHenuem Hacrosuiero [Ipukasza octasisiio 3a cOO0H.
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[Mpunoxenne 1
k npukazy MAOY J1O «AT»
oT «22» stuBaps 2024 r. Ne8 J1/4

HNHCTPYKLIUSA
10J1b30BaTe s HHPOPMAIMOHHBIX CHCTEM MEePCOHATbHBIX JAHHBIX
MAQOY 0 «44T»

1. TepmuHBbI U onipeneaeHus

1.1. ABromaTu3upoBaHHoe pabodee MeCTO — MPOrpaMMHO-TEXHHUYECKUH KOMILIEKC,
npelHa3HaYeHHBIN JJI aBTOMATU3AINH I TEIbHOCTH OMPEIEICHHOTO BUA.

1.2. AHTHBHpYCHas 3alllUTa — 3alIUTa UHPOPMAMK U KOMIIOHEHTOB MH(pOPMAIIMOHHOMN
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) (0OHApyKeHUE BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB), OJIOKHMPOBAHNE, H30JIMPOBAHNE «3aPAKEHHBIX» 0OBEKTOB,
yJaJIeHne BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaKEHHBIX» 00BEKTOB).

1.3. UadopmannonHas cucremMa nepcoHabHBIX JaHHBIX — COBOKYITHOCTh COAEPKAIIUXCSI
B 0a3ax IaHHBIX MEPCOHANBHBIX TAHHBIX U 00ECIEUYUBAIOIINX UX 00pabOTKY MHPOPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUUYECKUX CPE/ICTB.

1.4. OGpaboTka TmepcOHANbHBIX HaHHBIX — JI00Oe JelcTBUe (omepanus) WU
COBOKYITHOCTb JICHCTBHI (OTepalinii), COBEPIIAEMBIX C HCIIOIH30BAHIUEM CPEJICTB AaBTOMATU3aIlUU
win 6e3 MCIOJIb30BaHUS TaKUX CPEACTB C MEPCOHAJIbHBIMU JaHHBIMH, BKJIIOYas cOOp, 3aIluCh,
CHCTEMaTH3aIMI0, HAKOIJICHHE, XpaHeHNE, YyTOUYHeHHnEe (OOHOBJICHUE, N3MEHEHHE), U3BJICUCHHE,
UCTIOJIb30BaHUE, Tepenady (pacrnpocTpaHeHHe, NpPEeAOCTaBICHHE, AOCTYI), OO0e3IMYMBaHUE,
0JI0KMpOBaHUE, y/IaleHUE, YHUUYTOKEHUE MIEPCOHATIbHBIX JIaHHBIX.

1.5. KondunenuuanbHoCcTh MHGOpMalUU — 00s3aTENIbHOE MJIsSi BBIIOJHEHUS JIUIOM,
NOJYYMBIIUM JIOCTYIl K OIpeleseHHOW HHpopMmanuu, TpeOoBaHHE HE IMepefaBaTh TaKylo
UH(OPMaLIHIO TPETHUM JIMIIaM 0e3 cornacus ee o0agaTens.

1.6. IlepconanbHble qaHHbIE — Tr00ast HHPOpMAIKs, OTHOCAIIAsICS K IPSIMO WA KOCBEHHO
OTIpe/IelIEeHHOMY MJIH ompeesieMoMy (GU3NYecKoMY JIHIY (CyObEKTY MepCOHAIBHBIX JJAHHBIX).

1.7. Ilonb3oBarens MH(POPMALIMOHHOW CHCTEMBI NEPCOHAIBHBIX JIaHHBIX — pPAaOOTHUK,
OCYHIECTBIISIONMN  00paOOTKY MEpCOHANBHBIX JAHHBIX B HMH()OPMALIMOHHOW cHUcTeMe
NEPCOHAIBHBIX JaHHBIX.

1.8. CpencTBO aHTHBUPYCHOH 3aIIUTHI — TPOrPAMMHOE CPEACTBO, pealin3yroniee (GpyHKIn
OOHapy’>KeHUs] KOMIIBIOTEPHBIX HporpaMM JHOO HMHOM KOMIIBIOTEpHOM HH(pOpMaIuH,
npeHa3HAYeHHBIX JJI1 HECAHKLIIMOHUPOBAHHOI'O YHUUTOXKEHUS, OJIOKUPOBAHMS, MOIUDUKAIIIH,
KOIMMPOBAHUS KOMITBIOTEPHOM MH(POPMALIUN UITH HEUTPAIHU3aLUHU CPEJICTB 3alUThl MH()OpMAIIH,
a TaKk)Ke pearupoBaHus Ha OOHApYKEHHE ATUX NMPOrpaMM U HHPOPMALIUH.

1.9. CpenctBo 3ammThl WHPOPMAIMU — TPOrpaMMHOE OOECIeYeHue, MPOTPaMMHO-
anmapatHoe  oOecliedeHue, anmapaTHoe  oOecredeHue, BelecCTBO WM Marepual,
MpeHa3HaYeHHOE W UCII0JIb3YEeMOe JUIsl 3aIllUThl HH(OPMALIHH.

2. OO0mue moJoKeHus
2.1. Hacrosmas MHCTpYKIUS TOIB30BaTENII WHOOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX
manHeix MAOY IO «AAT» (manee — WHcTpykius) ompenenseT OOS3aHHOCTH, MpaBa U
OTBETCTBEHHOCTh PAOOTHUKOB MpH paboTe B HMHPOPMAIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX
nannbIx (nanee — UCIIIH).



3

2.2. TpeboBanusi HacTosmed WHCTPYKIIMK SBISIOTCS 00S3aTENbHBIMU  JIJIST  BCEX
PaOOTHHUKOB, OCYIIECTBIISIONIMX 00paOOTKYy W 3alIUTy MEePCOHANBHBIX NaHHBIX (Hanee — [1/1H) B
WCTIdu — mone3oBareneit UCIT[Iu (manee — [Toas3oBaTenn).

2.3. K zamumiaemoit mHdpopmarmu, odpadareiBaemoit B UCII[In MAOY O «IIT»
(manee — Yupexaenue), orHocstes [1/1H, cnyxeOHas (TexHoIOrHYecKas) HH(GpOpMaIus CHCTEMBI
3aIIUTHI U ApyTas nHGOpMAIKs OTPAaHUYEHHOTO JIOCTYTIA.

2.4. Bce mnonb3oBatenn WCIIJIH VYupexneHuss MODKHBI OBITh O3HAKOMIJICHBI C
TpeOoBaHUsIMU HacTose NUHCTpyKIMK O OAIHUCH.

2.5. Hacrosmas WHCTpyKuusi SBISETCS IOMOJIHEHHEM K JCWCTBYIOUIUM JIOKAJIbHBIM
HOPMAaTUBHBIM aKkTaM (BHYTPEHHHM JOKyMEHTaM) IO BompocaMm obecredeHusi 0e30ImacHOCTH
CBe/IeHUI KOH(UACHIMATBEHOTO XapakTepa, B ToM uucie u [1/[H, 1 He uckiovaer 06s13aTeIbHOro
BBITIOJTHEHUS X TPEOOBAHMIA.

3. Jlomyck nojib3oBaTtesieil K HHGOPMANMOHHBIM CHCTEMAM MEPCOHATBHBIX TAHHBIX

3.1. Jlomyck monp3oBareneit k padore ¢ [1/[n B UCIIJIH ocymiecTBIsSeTCS B COOTBETCTBUU
¢ «llepeunem nomxkHocteir paborHukoB MAOY 1O «IAT», nomymeHHbix k o0OpaboTke
MEPCOHAJIbHBIX JaHHBIX).

3.2. K camocrosTenpHOl paboTe Ha aBTOMAaTH3MPOBAHHBIX pabOYMX MecTax (manee —
APM), Bxomsmmx B coctaB UCII/IH, gomyckaroTcs aula, U3y4yuBIIne TpeOOBaHUS HACTOSIIEH
WHCTpyKLIMY U JIOKaJbHBIX HOPMAaTUBHBIX aKTOB MO 3alIUTe HHPOPMAIIMH, OCBOMBIIUE MIPaBHIIa
sKkcruryatauul APM 1 TeXHMUYECKUX CPEACTB 3alllUThI.

3.3. Jlomyck mpowW3BOAWUTCSA TIOCIE TIPOBEPKH 3HAHUS Hactosmier WHCTpyknum u
MPaKTUYECKUX HABBIKOB B padoTe.

4. O0f13aHHOCTHU MOJb30BaATEJIA

4.1. Kaxnaeiii Ilonp3oBarens UMEOMIMHA  JOCTyNm K anmapaTHBIM  CPEJCTBAM,
nporpaMMHoMy obecniedeHuto U aaHHbIM MCIIJIH, HeceT mepcoHanbHYI0 OTBETCTBEHHOCTH 32
CBOMU JCUCTBUS U 00s3aH:

4.1.1. Crporo coOmoaThb yCTaHOBJEHHbIE IIpaBWiia oOecrieueHusi 0e30MacHOCTH
uH(opMaIuu pu paboTe ¢ MPOrpaMMHBIMU U TexHHuUeckuMu cpeactBamu UCITIH.

4.1.2. 3HaTh U CTPOTO BBHIOJIHATH MTpaBHiIa pabOTHI CO CPEICTBAMHU 3aIIUTHI HHPOPMAIINH,
yctanoBieHHbiMUA B UCIT/IH.

4.1.3. BrpInoaHATH TpeOOBaHUS [0 AaHTUBUPYCHOM 3alllMTe B YACTH, Kacaroleiics aeicTBuit
ITonb3oBarenei.

4.1.4. HemenneHHO CTaBUThb B M3BECTHOCTh OTBETCTBEHHOIO0 3a obOecreueHue
6e3omacuoctu [1/Jn 8 UCIIIH wnu anmunuctparopa UCTT/IH:

—  IIpHU NOJ03PEHUN KOMIIPOMETAIUY JIMYHOTO MTAapOJIs;

—  HECAHKI[MOHHMPOBAHHBIX (IIPOU3BENEHHBIX C HAPYLIEHUEM YCTAaHOBIECHHOTO MOPSIIKA)
M3MEHEHUH B KOHQUTYpaluy MporpaMMHBIX WK annapatHbix cpeacts UCI/H;

— OTKJIOHEHHH B HOPMalbHOM paboTe CHUCTEMHBIX M MPUKIAJHBIX HPOTPAMMHBIX
CpEACTB, 3aTpyaHstomux skcryaranuio UCIH;

—  HEKOPPEKTHOro (PyHKIIMOHUPOBAHUS YCTAHOBJICHHBIX CPEJICTB 3aLIUThI;

—  oOHapy»XeHHs HETIPeTyCMOTPEHHBIX OTBO/IOB Kabesel U MOJKIIOYEHHBIX YCTPOICTB;

— oOHapyxeHHs (DAKTOB, MOIBITOK HECAHKIMOHMPOBAHHOTO JOCTyHa M CIIy4aeB
HapyLICHHs YCTaHOBICHHOTO Mopska oopadotku I1/1H.
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4.1.5. DKpaH BHICOMOHHUTOPA B MOMEIICHUH PACIojarath BO BpeMsi pabOTHI Tak, YTOOBI
UCKJIIOYallaCh BO3MOXXHOCTh O3HAaKOMJIGHHS C OToOpakaemMoili Ha HHUX uHbopMaluen
MOCTOPOHHUMMU JIUIIAMHU.

4.2. Tlonp3oBarensm MCII/{x 3ampemaeTcs:

— orkiouath (OJOKHpOBATh) CPENCTBA 3alIUThl WHGOPMAIUHU, MPEAYCMOTPEHHBIC
OpraHU3aIMOHHO-pacnopsauTeabHbIMU TokyMeHnTamMu Ha UCIIH;

— MPOU3BOJUTH KaKUEe-IMOO M3MEHEHHMS B DJJIEKTPUUECKHX CXEMaX, MOHTaxe |
pa3MeILEeHUH TEXHUYECKUX CPEJICTB;

—  CaMOCTOSITETbHO  YCTaHABJIMBATh, THUPAKHUPOBATh, WIU  MOIU(MUIIUPOBATH
MIPOrpaMMHOE o0ecnieueHue, U3MEHSATh YCTaHOBJICHHBIN AITOPUTM
(GYHKIIMOHUPOBAHUSI TEXHUUECKUX U IPOTPAMMHBIX CPEJICTB;

— oOpabateiBate B HWCII[lH wuHbOpManuioo © BBHIIONHITH Apyrue paboOThl, HE
npeaycMoTpeHHble nepeudem npas [lons3oBarens no gocryny k UCITH;

— coobmate (unu mepeqaBaTh) MOCTOPOHHUM JIMIIAM JIMYHBIE aTpUOYyThl W HApOJIH
noctyna k pecypcam UCII/IH;

— pab6orars B UCII/IH npu oOHapy)eHHH KaKuX-THOO0 HEMCIPABHOCTEI;

—  OCTaBJIAThH BKJIIOYEHHBIM 0€3 mpucMoTpa APM, He akTHUBU3HUPOBAB CPEACTBA 3AIIUTHI
OT HECAHKIIMOHUPOBAHHOT'O JOCTYIA,

—  YMBIIIICHHO UCIOJb30BaTh HEIOKYMCHTHPOBAHHBIE CBOWCTBA U OIIMOKH B
MPOrpaMMHOM 00€CIIeYeHUN UM B HACTPOMKAaX CPEACTB 3allUThI, KOTOPbIE MOTYT
MPUBECTH K 03HAKOMJICHHIO C 3aluiaeMoi nHpopMalueil moCTOPOHHUX JIUIL;

— TPOU3BOAUTH IEpeMElIeHUs] TeXHu4yeckux cpeacts APM 0e3 cornmacoBaHusi ¢
OTBETCTBEHHBIM 3a oOecneuenue 6e3omacuHoctu [1/n B UCITH;

—  BCKpBIBaTh KOpIyca TEXHUYECKUX cpelcTB APM M BHOCUTH U3MEHEHHUS B CXEMY
KOHCTPYKIIMIO YCTPOUCTB.

5. Opraau3anusi padoThl €O CbeMHBIMH MAIIMHHBIMH HOCHTEISAMH HH(OPMALIUH

5.1. Opranuzanus paboThl CO CheMHBIMU MAIIMHHBIMU HOCUTEISIMH HH(pOpMAIUH (1ajee
— CMHMU), copepxamme IIJlH u wunyo uHOpMaIUi0 KOHPUIACHIIMAIHHOTO XapakTepa,
OCyIIeCTBIsIeTCE B cooTBeTcTBUM ¢ «llopsimkom oOpaiieHuss cO ChEMHBIMH MAIIMHHBIMUA
Hocutessimu nHbopmarun B MAOY 1O « IO T».

5.2. Tlonb3oBarenu 00s13aHbI 3HATH U COOMIOAATH YCTAHOBJICHHBIE TPEOOBAHUS IO YUETY U
xpaneHnto CMHU.

5.3. CMHMU nomxHbI OBITH 3aperucTpupoOBaHbl B <«OKypHalie ydeTa CheMHBIX MaIlMHHBIX
HOcUTeNer nHpopmanumy.

5.4. CMHMU 3akpenuisiercss 3a omnpeAeNeHHbIM JIMLIOM, HECYIIMM OTBETCTBEHHOCTHh 3a
COXPAaHHOCTh U MeCTOHaxoxaeHue nanHoro CMHMU.

5.5. Ilpu nHeoOxomumoctu mnepenaun uHpopmanuu Ha CMHU, nuio oTBeTcTBEHHOE 3a
XpaHEHHE YBEIOMIIIET OTBETCTBEHHOro 3a obecmeuenue OezomacHoctu [IJJln B UCII[H o
HeoOxoaumocTu miepenaun uHGopmaruu ¢ nomomblo CMHMU, nocraBnser CMHU no mecty
Ha3Ha4YeHMUsI, epeiaeT NHPOPMAIUIO C HETO U BO3BpAIIaeT €ro Ha MECTO XPaHECHHS.

5.6. Xpanenue CMHMU ocymectBnsiercs:

— s em-KkapT, cMapT-KapT, KOMIAKT JUCKOB U JIP.) B 3aIUIIEHHBIX ceidax;
— s CMHU, Bxopsmux B cocraB UCII/IH, npousBoauTcst onevyaTbiBaHUE KopIlyca
APM.



5.7. Tlonwp3oBaresnsM 3amperiaeTcs:

—  3amnuceiBaTh U XpaHuTh [1J[H 1 uHy0 HHGOpMAaINIO KOH(OUICHIIMATEHOTO XapaKkTepa
Ha HeyuTeHHbIXx CMHU;

— ocraBiuate CMHU 6e3 npucMoTpa, nepeaaBath UX APYTUM JIMLAM U BBIHOCHUTH 32
npe/iesibl KOHTPOJIMPYEMOM 30HbI, 32 UCKIIOYEHUEM CITy4aeB, B KOTOPBIX pa3perieHa
nepenaya CMHU;

— xpaauth CMHMU BOMM3M CHIBHBIX MCTOYHHUKOB JJICKTPOMArHUTHBIX HW3JIyYCHUH H
MPSIMBIX COJIHEUHBIX JTy4eid;

—  xXpaauTh Ha yudreHHbIXx CMHMU nporpaMmsbl U aHHBIE, HE OTHOCAIIMECS K paboueit
uHpOpMaLIUH.

6. Opranu3anus NapoJibLHOM 3aIUTHI

6.1. Opranuzanus NaposiabHOM 3alIUTHI IPOU3BOAUTCS B COOTBETCTBUU ¢ «MHCTpyKIMen
o naponpHoii 3amute uHGopmarmu B MAOY 10 « I T».

6.2. Jluna, uCmonb3yIOIUe Mapoiu, 00sS3aHbI:

—  XpaHUTb B TaliHE CBOM M1apojb

— YeTKO 3HaThb M CTPOrO BBINOJHATH TpeOoBaHUs HacTosedl VHCTpyKIMHU U ApYyrux
PYKOBOJSIINX JOKYMEHTOB;

—  CBOEBPEMEHHO COOOIIAaTh OTBETCTBEHHOMY 3a obecredeHue Oe3zomacHoctu I1/[H B
NCTI/IH 060 Bcex HEITATHBIX CUTYalUsX, HAPYIICHUAX pabOThl CUCTEM 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO AOCTYIA, BOSHUKAIOUINX MPU paboTe ¢ MapOIISIMH.

6.3. Bo Bpems BBojaa mapoiieii HEOOXOAMMO HCKIIOYHUTH BO3MOXKHOCTH €0 IPOCMOTPA
MOCTOPOHHUMH JIMIIaMU (YEJIOBEK 3a CIIMHOU, HaOJII0/ICHHE YETIOBEKOM 3a JIBUKEHUEM MajblIeB B
OpSAMOM BUAMMOCTH WM OTPaXEHHOM CBETE) WJIM TEXHUYECKMMHU CpeJICTBAMM (BHUIEOKaMeEphI,
¢doroanmapatsl u J1p.)

6.4. Jlns mpenoTBpaleHus JOCTYIA K MEePCOHAIBHBIM JIaHHBIM, 110JIb30BaTeNb BO BpeMs
nepepeiBa B paboTe 00s13aH OCYLIECTBUTH OJOKHMPOBAaHUE CHCTEMbl Ha)kaTHEM KOMOHHAIUU
Ctrl+Alt+Delete u knonku «biiokupoBaTh» WK HaxkatneM komOuHauu Win+L.

6.5. brnokupoBanue ceanca goctyna nois3oBareis B UCII/In ocymecTBisiercs mociue 15
MHUHYT €ro 0e3/1eicTBUsI (HEaKTUBHOCTH ).

6.6. B cmyuae yrepu napossi pabOTHHUK CTaBUT B U3BECTHOCTh CBOETO HEMOCPEICTBEHHOTO
PYKOBOJIUTENS U OTBETCTBEHHOTO 3a obecneuenue Oezonacnoctu [11n B UCIIIH nmia npussTHSA
MOCJIEYIOIUX PEIICHUN.

6.7. B cimyuae KoMIpoMeTanuu napoJst (IpOCMOTpP MOCTOPOHHUMH, pasriamieHue napois
U JIp.) HEOOXOIMMO H3BECTUTH CBOETO HEMOCPEICTBEHHOTO PYKOBOJIUTENS U OTBETCTBEHHOT'O 32
obecneuenue 6e3onacuoctu [1/{n B UCII/IH nis npuHATHS TOCTAEAYIOUINX PEeIIeHUH.

7. TlpaBuia padoThl B ceTsIX 001IEro J0CTyNA U (M) MEKITYHAPOIHOT0 00MeHa

7.1. Pabora B cetsix obmiero gocrymna u Ha sneMmentax UCIIIH, 1omkHa OCyIIECTBIATHCA
UCKITIOYUTENILHO B CITY>KEOHBIX IIETISX.
7.2. Tlpu pabote B ceTsix 0OIIEro J0CTyIa 3anperniaercs:
—  OCYHIECTBIATH padOTy MPHU OTKIIIOUEHHBIX CPEJCTBAX 3aIUTHI;
— TepeaBaTh IO CETsAM OOIIEro JOCTymna 3aluiiaeMyr uHpopMaiuioo 0e3
MCIIOJIb30BaHUs CPEJCTB MHU(PPOBaAHUS,
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—  3ampemaeTcsl ckauuBaTh U3 ceTu MHTepHeT mporpammHoe oOecriedeHue U Apyrue
Gaiinbl, eciu 3TO HEe ONPEENIEHO €ro JOMKHOCTHBIMU 00SI3aHHOCTSMU;
—  3ampemaeTcs MocelleHrue U UCOoIb30BaHue ceT MIHTepHeT B INYHBIX LENAX.

8. HOpﬂ)IOK YCTaHOBKH OOHOBJIEHH I MMporpaMMHoOro o0ecrneyeHus

8.1. VYcraHoBKke KpYMHBIX OOHOBIICHMH TNPOrPaMMHOTO  OOECIeUeHUs  JOJIKHO
[peIIecTBOBATh TECTUPOBaHUE HH()OPMALIMOHHON HH(PPACTPYKTYphI HAa OTCYTCTBHE HETATUBHBIX
BO3/ICIICTBUII OT yCTaHABIMBAEMbIX OOHOBICHUI.

8.2. B ciyuae obHapyskeHUsI HETaTUBHOTO BO3/IEUCTBUS yCTaHABIMBAEMOT0 OOHOBJICHHS
Ha MmMTaTHOe (DYHKIMOHHpPOBaHWE WH(POPMAIMOHHONW WHMPACTPYKTYphI, NaHHOE OOHOBIICHHE
YCTAHABJIMBATHCS HE JIOJKHO T10 coriacoBaHuto ¢ aaMuuucrparopom UCIIH.

8.3. YcraHOBKE HOBBIX BEpCHIl MPOTrPaMMHOTO 0OECTICUEHHs MM BHECEHUIO CEPhE3HBIX
W3MEHEHUH U  JONOJHEHUHM B  JEHCTBYIOIEE MPOrPaMMHOE OOECIEYeHUE  JIOJKHO
MpeIIIecTBOBATh TECTUPOBAaHKE HH(DOPMALIMOHHOW HHPPACTPYKTYpPhI HA OTCYTCTBHE HETATUBHBIX
BO3/ICHCTBHI YKa3aHHOTO IPOrPaMMHOTO 0OecTIeueHUsl.

8.4. VYcraHoBKa MNPOTECTUPOBAHHBIX OOHOBJICGHWH, HOBBIX BEPCHH MPOrPaMMHOTO
ofOecrieueHHUsT WJIM BHECEHHE HW3MEHEHUW M JOIMOJHEHWH B JEHCTBYIOIIEEe MPOrpaMMHOE
o0ecrieyeHne MOXeT OBITh MPOU3BECHO TOJIBKO MO coryiacoBaHuio ¢ agmuauctparopom UCITx
¥ OTBETCTBEHHBIM 3a oOecrieueHue 6ezonacHoctu [1/{n B UCTI/IH.

9. TexHoy0rusi 00padoTKHU NMEPCOHAILHBIX IAHHBIX

9.1. IIpu nepBuunoMm pomycke k pabore B WCII[n Ilonmp3oBarenh 3HAKOMHUTCS C
TpeOOBaHUSIMU PYKOBOJISIIIHUX, HOPMAaTHUBHO-METOJUYECKUX u OpraHU3alOHHO-
pacmlopsiANTENBHBIX IOKYMEHTOB TI0 BOIPOCaM aBTOMAaTHU3UPOBAHHON 00paboTKH WH(DOpMaLINH,
u3ydyaer VHCTPYKIMIO, TMOJydaeT MepPCOHANbHBIA HASHTHU(PUKATOP WM JIMYHBIA Mapoiib y
OTBETCTBEHHOTO 3a obecneueHue 6e3onacHoctu [1/n B UCIIH.

9.2. B mpomecce padotsl [Tons3oBarens npousBoaut oopadorky I[1{a 8 UCIIdH.

9.3. IIpu neoOxomumoctu BeIBOA I[I[IH w3 WCIIH ocymiecTBIsSeTCS CICIyIONIIM
obpazoM:

— komupoBanueM [1/In Ha yurennsie CMHU,
— mepenaya [I/lH mo kaHamaM CBA3M C  00s3aTelIbHBIM  MPUMEHEHHEM
KpUnTorpaduueckoi 3amThl.

10. Cpox aeiicTBUS U OPSIOK BHECEHHsI M3MEHEHU

10.1. Hacrosimas MHCTpyKIHs BCTyIaeT B CHITy C MOMEHTA €r0 YTBEP)KACHHUS U IEHCTBYET
OeccpodHo.

10.2. Hacrosmias MHCTpYKIHSI TOAJICKHUT ITEPECMOTPY HE peXke OJHOTO pa3a B TPH Toja.

10.3. M3meHeHMs U JONOJHEHUS B HACTOSIIYI0 WHCTPYKIMIO BHOCSTCS TPHUKA30M
Jupekropa YupexaeHus.



[Mpunoxenue 2
k npukazy MAOY J1O «AT»
ot «22» stuBaps 2024 r. Ne 8]1/4

HNHCTPYKLIUSA
10 NapoJiLHOM 3amuTe nHGOpMaAUMHU
B MAOY JO «1AT»

1. TepmuHBbI U onipeneaeHus

1.1. ABToMaTH3UpOBaHHOE paboyee MECTO — MPOrPaAMMHO-TEXHUYECKUH KOMILIEKC,
NpeJHAa3HAYCHHBIH U1 aBTOMATH3alM1 AEATEIbHOCTH OIIPEeIEHHOIO BU/IA.

1.2. UadopmannoHHas cucreMa nepcoHalbHBIX JAaHHBIX — COBOKYITHOCTh COAEPKAIIUXCSI
B 0a3ax JaHHBIX MEPCOHAJBHBIX JAHHBIX U 00ECHIEUMBAIOIINX UX 00pabOTKy MH(POPMAIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEICTB.

1.3. O6paboTka TeEpCOHANBHBIX JaHHBIX — JI000e JeHCTBHE (Omepamus) WM
COBOKYIHOCTb JIEHCTBHI (Omepaliuii), CoBepIIaeMbIX C HCIOIb30BAHUEM CPECTB aBTOMATHU3ALUN
win 0e3 UCIOJb30BaHUS TAKUX CPEACTB C MEPCOHAIBHBIMU JITAHHBIMH, BKJIIOUYasi cOOp, 3aluch,
cUCTeMaTHU3alluio, HAaKOIJICHUEe, XpaHeHHUe, yTouHeHrne (0OHOBJIEHUE, U3MEHEHHE), U3BJICUCHHE,
UCIOJIb30BaHUE, Iepeady (paclnpocTpaHeHHe, NpPEeAOoCTaBICHHE, AOCTYH), O0e3IMYMBaHUE,
0JI0KMpOBaHKE, YAAJICHUE, YHUUTOKEHHE IePCOHATIbHBIX JAHHBIX.

1.4. KonduneHMaapHOCTh HH(POpPMAIUK — 00s3aTeNbHOE JJIS BBIMOJHEHHS JIUIOM,
MOJIyYMBIIUM JIOCTYIl K OIpefeeHHOM uHpopManuu, TpeOOBaHHE HE IepelaBaTh TaKYIo
UH(OPMALIHIO TPETHUM JIHIIaM 0e3 coracusi ee o0aaaTes.

1.5. [lepconanbHble AaHHbIE — JIt00ask HHPOpMALHs, OTHOCALIASCS K MPSIMO UM KOCBEHHO
OTIpe/IelIEeHHOMY MJIH ompeesieMoMy GU3NIecKoMY JIHIY (CyObEKTY MepCOHAIBHBIX JJAaHHBIX).

1.6. ITonp3oBarens MH(MOPMAIMOHHONW CHUCTEMbI MEPCOHANBHBIX JaHHBIX — PaOOTHUK,
OCYILECTBIAIOUIMI  00pabOTKY TMEpPCOHAIBHBIX JIaHHBIX B HH(POPMALMOHHOW CcHCTeMe
NEPCOHAIbHBIX JaHHBIX.

1.7. CpeactBo 3amuThl WHOOpPMAIMK — MPOrpaMMHOE OOECIEYeHHE, MPOrpamMMHO-
anmapatHoe — oOecliedeHue, anmapaTHoe  o0ecredyeHue, BeleCTBO WM  Marepual,
IpeHa3HaYeHHOE I UCIIOJIb3YEeMOE JUIs 3alllUThl HH(OPMAaLIUH.

2. OO0wmue MoJI0KeHUs

2.1. Hacrosmas UncTpykius no naponasHoi 3ammre nadopmanuu 8 MAOY 10 «IAT»
(manee — MHCTpyKLusl) yCTaHaBIMBaeT TpeOOBaHMA U OTBETCTBEHHOCTh IPH OpraHU3aLUN
NapoJIbHOW 3aIlWThl MH(OpMAIMK, a TakXKe ONpeneiseT MOPSIOK KOHTPOJs 3a AeHCTBUAMHU
MOJIb30BaTeNe M OOCIyXHMBAIOIIET0 MepcoHaNa HH(OPMALMOHHBIX CHCTEM IEPCOHAIbHBIX
nanHbIx (nanee — UCIIJIH) npu paboTe ¢ maposisiMu.

2.2. TpeboBanusi HacTosimied MHCTPYKIUM SIBISIOTCS 00S3aTENbHBIMU TSI UCTIOTTHEHUS
BceMH Tmojbp3oBatenssMu u aamuHHcTpatopamu WCII[Ix MAOY O «JAAT» (manee —
VYypexaeHue), UCTIONb3YIOIUMHU B CBOEH paboTe Cpe/cTBa BHIYUCIUTEIHHON TEXHUKH.

2.3. Bce monp3oBarenu u agmunuctpatopsl MCII[IH YupexneHus, uUCHONb3yloLIHe B
cBoel paboTe CpeICTBA BHIYUCIUTEIBHON TEXHUKH, TOJDKHBI ObITh 03HAKOMJICHBI C TPEOOBaHUSAMHU
HacToAlEel MHCTpYKIUK o MOANKCH.

2.4. Hacrosimas WHCTpYKIMS SIBISETCS JIOTOJHEHHUEM K JIEHCTBYIOIIMM JIOKAJbHBIM
HOPMATHBHBIM aKkTaM (BHYTPEHHHM JOKYMEHTaM) IO BompocaM oOecredeHusi 0e30MMacHOCTH
CBEe/IEHUI KOH()MICHIMAIBHOIO XapakTepa, B TOM 4YMCJIE€ M MEPCOHAIBHBIX JaHHBIX (Janee —
[1/11), 1 HEe UCKITFOYAaeT 005A3aTETHHOTO BBHITTOJTHEHHS MX TPEOOBAHMIA.
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3. TpeboBanusi, npeabsiBisieMble K HAeHTH(UKATOPAM (KoaaM) U MapoJisiM (MOPsIA0K
(opmupoBaHus n oOpamIeHUs1 C HUMHM)

3.1. Amropusammsi  momb3oBareneit  MCII[lH  ocymiecTBisieTcs  IyTeM  BBOJA
UICHTU(PHUKATOPA U/WIIN TTAPOJISL.
3.2. TpeboBanus k GopMUPOBAHUIO ITAPOJICH U OOPALIICHUIO C HUMH.

3.2.1. Ilapons QopMupyeTcs TMpuU CO3AAHUH YYCTHOM 3allMCH  OTBETCTBEHHBIM
obecnieuenue 6ezomacuoctu [1/In B UCIIJIH wim ammunaunctparopom MCIIIH, mpu nepBuYHOM
BXO/I€ B YYETHYIO 3alHCh MAPOJb I0JKEH ObITh U3MEHEH BIIACIbLEM.

3.2.2. BnagenbIipl IMYHBIX TApoOJiei 00s3aHbI 00€CICUNTh UX TalHY.

3.2.3. Tlaponu reHepupyIOTCs C YU€TOM CICAYIONIMX TPEOOBaHMIA:

—  TapoJib JOJDKEH 3HAaTh TOJIBKO €ro BiaJlelell;

—  JJIMHA HapoJid JOJKHA OBITh HE MEHee § CUMBOJIOB;

— B mapoiie 00s3aTe’abHO JAOKHBI IPUCYTCTBOBATh Kak IMUQPHI, Tak U OYKBHI Ha
BEPXHEM U HIKHEM PETUCTPaX;

— Taposib HE JOJDKEH BKJIIOYAaTh CMBICIOBYIO Harpy3ky (MMeHa, ¢amMuinu,
HAaMEHOBAHMSA OpraHW3alWd, YJIWI, TOPOJOB H T.JA.), OOIIEHPUHSATHIE
cokpamierus (userOl, password02 w T.M.) W TMOCJIEOBATEIbHBIC COYCTAHUS
KkiaBuIl KiaBuatypsl (qwertyOl, Uiyken12);

—  MaKCUMaJIbHBIA CPOK JeUCTBUS mapoJia coctanisier 120 nHei;

—  MHUHHUMAJIbHBIA CPOK JACHCTBUS MAPOJISL COCTABISAET 2 JTHS,

—  KOJIMYECTBO HEYJAUHBIX MMOMBITOK BX0/1a B CUCTEMY, IIPUBOIAIIEE K OJTOKHPOBKE
YUETHOM 3alKCH MOJIb30BaTeNs T0JKHO OBITH He Oostee 6.

3.2.4. TpeGoBaHus K (QOpMHUPOBaHUIO TNapoyiell oOecrneynBaOTCs TEXHUYECKUMU
BO3MOXHOCTSIMM HCIOJIb3YEMBIX OMNEpAlMOHHBIX CHCTEM, CPEJCTB 3alluThl MH(OpManmuu u
WH()OPMAIIMOHHBIX PECYPCOB.

3.2.5. TlomHass muIaHOBas CMEHa TApOJICH TIOJb30BaTeNe MOJDKHA TPOBOIAMTHCS
peryJsipHO, HE peXKe OJIHOTO pa3a B oirojaa. Buernnanosas cMeHa naposis IpOM3BOAUTCS B CiTydae
€ro KOMIPOMETAIIMH, a TaKxke 1o npockoe nons3oBarens UCIIIx.

3.2.6. Xpanenue mnonbs3zoBatensimu VICII/IH 3HaueHuil cBoMX maposieid Ha OyMa)KHOM
Hocutene SAITPEILIEHO.

3.2.7. Tlomp3oBaTenb HE HMEET MpaBa COOOIIUTH JMYHBIA Maposib JIPYTUM JIHMIaM
(pa3pemraercss TOJBKO C COIJIACOBAHUS OTBETCTBEHHOrO 3a obecreueHue Oe30MacHOCTH WU
angmunuctpatopa MCII/IH npu Hanmauu TEXHOJOTUYECKOW HEOOXOJUMOCTH HCIOIb30BaHUS
UMEH U Maposieil pabOTHUKOB B UX OTCYTCTBHE B CITy4ae BOSHUKHOBEHHSI HEIITATOHBIX CUTYAIIHIA,
(bopc-MaXOpHBIX 00CTOSATENHCTB | T.11. [10 Bo3pamiennto paboTHUKH 00s3aHBI Cpa3y k€ CMEHUTh
CBOM I1apOJIM Ha HOBbIE 3HAUEHUS COINIACHO aHHOW MHCTpyKumn).

3.3. Tlopsmok cMeHBI aposieil 1 HACHTUPUKATOPOB TIPU U3MEHEHUSIX B OPraHN3aIMOHHO-
IITaTHON CTPYKTYype (KaJIpOoBble IEPECTAHOBKH, YBOJIbHEHHE PAOOTHUKOB):

3.3.1. Ilpu npekpaieHuH JeHCTBUS TPYIOBOTO JOTOBOPA C paOOTHUKOM BCE CO3/IaHHBIE
JUIS 3TOr0 pabOTHUKA y4YEeTHbIE 3amMcu (T0JIb30BATENILCKOE MMs) MOJUIeKAT OJIOKUPOBAHHIO HE
M03/IHEEe, YeM B JICHb YBOJIbHEHUS paboTHHKA. [ToHOE y1aneHue y4eTHBIX 3arucei Mpou3BOAUTCS
B TeUCHNHU 5 pabounx AHEH co THS yBOJbHEHUsS paboTHHKA. OCHOBaHWEM Ui OJOKHPOBAHUS U
MOCHEAYIOIIEro yIalleHus YYETHBIX 3amuceil paOOTHUKA SIBISETCS 3asBKa, MpeAcTaBlICHHAs
HEIMOCPEICTBEHHBIM PYKOBOJUTENIEM YBOJIBHIEMOIO HE MO3Hee, YeM 3a 3 padouux THS 10 THS
€ro YBOJIbHEHHUS.



3.3.2. Ilpu mnpoBemeHWH  OPTaHW3AMOHHO-IITATHBIX  MEPONPHATHH  (KaapoBbIC
IIEPECTAHOBKM) HENOCPEACTBEHHbI pPYKOBOJMUTENb CTPYKTYpHOIO IOJpa3jieneHus 00s3aH
npencraButh aaMuauctparopy MCII/IH 3as8BKy Ha ©3MEHEHUE B paBax JIOCTyIa.

3.4. Tlopsanok neicTBUi MPU KOMIIPOMETALMU UICHTU(UKATOPOB U ITAPOJICH.

3.4.1. Tlox xommpomeranuel MOHUMAETCS: yTpaTa MapoJisi YYETHOW 3amucu W (WiH)
napoJisi uaeHTu(uKaropa, pasrialeHue YYeTHON 3aluCcH MapoJis WM Mapoisd UACHTHPHUKATOpa
(sIBHass KOMITPOMETALMs), WIIM MHAsl CUTYyalus, KOTOpasl 1aeT OCHOBaHME JUIsl IPEIONI0KEHUS O
HapyleHUH KOHPHUIECHIIMAIBbHOCTH MapoJied U HACHTU(DUKATOPOB (HEABHAS KOMIIPOMETALINsA).

3.4.2. Tlpu BeIABICHMM (akTa yTpaThl Napojisi, pasMVIAlIeHUus [apoiid, Napois
UECHTU(PHUKATOPA, CAMOI'0 MJIEHTU(UKATOpa M0JIb30BaTENb 0053aH HE3aAMEIJIUTENIBHO COOOIINUTh
0 JaHHBIX (aKTax CBOEMY HEMOCPEICTBEHHOMY pPYKOBOJIUTENI0 W OTBETCTBEHHOMY 32
obecnieuenue 6e3onacuoctu [11n B UCITH nnu agmuanctparopy UCIH.

3.4.3. B cnyyae BbisiBIeHUS (aKTa KOMIIPOMETAIlMH HACHTU(PHUKATOPOB M IMaposien
nosib3oBarens anmuarctpatop UCIIIH umu oTBeTCTBEHHBIN 3a obecnieuenne 6ezonacuoctu [1/1x
B UCII[lH 006s13aH HeMeAJIeHHO 3a0JIOKUpOBaTh YYETHYIO 3alllCh JaHHOTO I0JIb30BaTels U
HEe3aMeUINTEIbHO IIPOU3BECTU BHEIUIAHOBYIO CMEHY NApOJIsl U1 3TOTO MOJIb30BaTEIs.

4, TIIpaBa u 00513aHHOCTH

4.1. OcHoBHbIe 3aaaun agmuaucTparopa MCII/x:
—  OpraHm3alys YCTAaHOBKH CPEACTB HICHTU(PUKANN U Ay TCHTH(PUKAIUY;
—  opraHuzanuys napoJibHo 3anuTthl Bo Bcex MCII/IH;
—  BBIJa4a NEPBUYHBIX MAPOJICH, W DJICKTPOHHBIX MEPCOHATBHBIX HJICHTH(PUKATOPOB U
apoJiell K HAM;
—  OCYIIECTBJIEHHE KOHTPOJIS 32 COCTOSTHUEM CHCTEMBI MApOIHLHOM 31U THI THGOpMAITT
B UCIIH.
4.2.  Anvunauctparop UCIIIH umeer nmpaso:
— BHOCUTH TMPEJIOKEHUS IO COBEPIICHCTBOBAHUIO CHUCTEMBI IAPOJIbHOW 3alllUThI
uHpopmanuu B UCII/IH;
— TMPUHUMATHh YyYacTHE B IUIAHUPOBAHUU MEPONPUITHH TIO TMApPOJHHOM 3aIuTe
uHpopmanuu B UCII/IH 1 miaaHupoBaHUM OCHAILIEHUS CPEACTBAMU UACHTU(DUKAIINH
U ayTeHTU(UKALINY;
—  OCYIIECTBIISATb KOHTPOJIb COCTOSIHUSI CPEJICTB UJCHTU(DUKAIIMN U ayTeHTU(DUKAIIIN B
UCIIOx;
—  WHUIMHPOBATH CIIyKeOHbIE IPOBEPKU U YYaCTBOBAThH B MPOBEJCHUU pacclieIOBaHUN
o (pakTam KOMIPOMETAIINH;
—  OKa3bIBaTh MMOMOIIb B PEIICHUU MPOOIIeM, BOSHUKAIOIINX MPHU IKCILUTyaTallud CPEJICTB
UACHTU(DUKAIIMYN U ayTeHTU(DUKALIUH.
4.3. OO053aHHOCTH B YaCTH MapOJbHOM 3alIUTHI HHPOPMAIIUH OTPAKEHBI B MHCTPYKIIUU
agmunauctparopa MCIT/IH.
4.4. Tlons3oBarensm VCII/IH B cBOeit paboTe 3amperaercs:
— cooOmarh KOMy-THOO CBOWM IUYHBIA TapoJib W/HWIU Taposib K JIEKTPOHHOMY
MEPCOHATBHOMY UICHTH(PHUKATOPY;
—  TepenaBaTh KOMY-JIHOO BBIIAHHBIN dJIEKTPOHHBIN MEPCOHATBHBIA UACHTU(DUKATOD;
— ocymecTBIATh BXoa B omeparmoHHbie cuctembl MCII/IH m B mHDOpManmoHHBIE
PECYPCHI MO/ UY)KUMHU UICHTU(DHUKATOPAMH U TTAPOJISIMH;
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—  OTKJIIOYAaTh CPEJCTBA UJICHTU(DUKALNN U ayTEHTHU(PHUKAILIUY.

4.5. B cmydae nosiBiaeHus HOJ03PEHUN HAa (PaKT KOMIIPOMETAIIMH apoJis, a TAKKE B CIIydae
BBISIBJICHUS HWHIMJICHTOB ((PakToB ¥ T.I.), CBS3aHHBIX CO CcOOSIMH B paboTe CpEeacTB
uACHTU(DUKAIIMY U ayTEHTHU(PHUKAIUH, [T0JIb30BaTeIN 00s3aHbl HEMEJIEHHO NPOUH()OPMHUPOBATH
00 3TOM OTBeTCTBEeHHOTO 3a obecnieuenue OezonacHocTu [1/In B UCII{n niam anMuHMCTpaTopa
NCTIn.

5. OTBeTCTBEHHOCTH J0JIKHOCTHBIX JIMI] B PAMKAX CHCTeMbI NAPOJIbHOM 3aIIUTHI
uHopManuu

5.1. Ilonp3oBarenu, OTBETCTBEHHBIM 3a obOecrnedueHue Oe3omacHoctu I1/[n B UCII[H u
angmuuuctpatop WCII[IH HecyT OTBETCTBEHHOCTh 33 HEHAJIEXkallee WCIOJHEHUE WU
HEHUCIIOJHEHHE CBOMX 00s13aHHOCTEH, MPeyCMOTPEHHBIX HacTose MHCcTpyKiueid, B mpeaenax,
OTpeieNIeHHBIX AeMCTBYIOIIUM 3aKOHOAATeIbCTBOM Poccuiickoit @enepanuu. 3a HecOoOM0AeHNE
TpeOoBaHUll 3aKkoHojaTenbcTBa Poccuiickolr @enepanuu NpeaycMOTpeHa TpakIaHCKas,
YTOJIOBHAs, A AMUHUCTPATUBHASA, TUCIUTIIIMHAPHAS OTBETCTBEHHOCTb.

5.2. Tlomp3oBatenu, OTBETCTBEHHBIN 3a obOecrieuenue Oe3omacuoctu I1/[n B UCII[IH n
agmuauctpatop MCII[IH HecyT OTBETCTBEHHOCTh MO JCHCTBYIOLIEMY 3aKOHOJATENIbCTBY
Poccuiickoii @eaepanun 3a pasriaiieHue CBEACHUN KOH(OUISHIIMATIBHOTO XapaKTepa, CTaBIINX
M3BECTHBIMHU TIPU BBIINOJHEHUU CIYKEOHBIX OOS3aHHOCTEH, B TOM YHCIE MPEAYyCMOTPEHHBIX
Hacrosimet acTpykimei.

6. Cpok aeiicTBHs U MOPSIOK BHECEHUSI M3MEHeHU il

6.1. Hacrosmas MHCTpYKIUS BCTYIIAeT B CHIIy C MOMEHTA €€ YTBEPIKICHHS U JCHCTBYET
OeccpovHo.

6.2. Hacrosmas MHCTpYKITUS MOUICKUT IIEPECMOTPY HE PEkKe OJHOTO pa3a B TPHU Toja.

6.3. V3MeHeHHMs W [OMOJHEHMS B HACTOALIYI0 VHCTPYKLUHMIO BHOCSTCS NPUKA30M
Jupekropa YupexaeHus.
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[Mpunoxenue 3
k npukazy MAOY J1O «AT»
oT«___ » 202_r. Ne

HNHCTPYKLIUSA
10 AHTUBUPYCHOM 3a1UTe
MAQOY 0 «44T»

1. TepmuHBbI U onipeneaeHus

1.1. ABToMaTH3UpOBaHHOE paboyee MECTO — MPOrPaAMMHO-TEXHUYECKUN KOMILIEKC,
NpeJHAa3HAYCHHBIH U1 aBTOMATH3alM1 AEATEIbHOCTH OIIPEeIEHHOIO BU/IA.

1.2. AaTuBHpyCHas 3amuTa — 3aMUTa HHOOPMAIMM U KOMIIOHEHTOB MH(POPMALMOHHOM
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) (0OHApy>KeHUE BPEAOHOCHBIX
KOMITHIOTEPHBIX MTPOrpamMM (BUPYCOB), OJIOKHPOBAHNE, H30JIMPOBAHNE «3aPaKEHHBIX» 0OBEKTOB,
yJaJIeHne BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaKEHHBIX» 00BEKTOB).

1.3. UndopmannonHas cucreMa nepcoHalbHbIX JaHHBIX — COBOKYITHOCTb COAEPIKAIUXCSI
B 0a3ax JaHHBIX [EPCOHAJBHBIX JAHHBIX U 00ECIEUUBAIOIINX UX 00pabOTKy MH(OPMALMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJCTB.

1.4. OGpaboTka TmepcOHANbHBIX HaHHBIX — JI00Oe JelcTBUEe (omepanus) WU
COBOKYIHOCTb JIEHCTBHI (Omepaliuii), CoBepIIaeMbIX C UCIOIb30BAHUEM CPECTB aBTOMATHU3ALUN
wii 0e3 MCIONB30BAHUS TAKUX CPEACTB C MEPCOHANBHBIMU JAHHBIMH, BKJIIOUYasi cOOp, 3aImuch,
CHCTEMaTH3allMI0, HAKOIJICHHE, XpaHeHNEe, YyTOUYHeHHnEe (OOHOBJICHNE, N3MEHEHHE), U3BJICUCHHE,
UCTIOJIb30BaHUE, Tepenady (pacrnpocTpaHeHHe, NPEeAOCTaBICHHE, AOCTYI), O0e3TMYMBaHUE,
OJIOKMpOBaHKE, YAAJICHHE, YHUUTOKEHHE MTEPCOHATBHBIX JaHHBIX.

1.5. KonduneHnnuaabHOCTh MH(POpMaUK — 00s3aTelNbHOE JJs BBINOJHEHHS JIUIOM,
NOJYYHMBIIUM JIOCTYIl K OIpeJeseHHoW HHpopMmanuu, TpeOoBaHHWE HE IMepefaBaTh TaKylo
UH(OPMALIKIO TPETHUM JIHIIaM 0e3 cornacus ee o0iagaTens.

1.6. IlepconanbHble qaHHbIE — Tr00ast HHPOpPMAIKs, OTHOCAILIAsICS K IPSIMO WM KOCBEHHO
OTIpeIeIEHHOMY WIIH onpesensieMoMy (pru3nueckoMy ULy (CyObEeKTYy MepCOHANIbHBIX JaHHBIX ).

1.7. Ilonb3oBarens MH(POPMALIMOHHOW CHCTEMbI NEPCOHAIBHBIX JIaHHBIX — pPAaOOTHUK,
OCYIIECTBIISIIONINI  00pabOTKY TEpPCOHAIBHBIX JAHHBIX B WH(QOPMAIMOHHOW CHCTEME
NIEPCOHAITBHBIX JTAHHBIX.

1.8. CpencTBO aHTUBUPYCHOI 3aIIUTHI — IPOrPaMMHOE CPEACTBO, peasin3ytoniee (pyHKIH
OOHapy>KeHUsI KOMIIBIOTEPHBIX HporpaMM JHOO HMHOM KOMIIBIOTEpHOM HMH(pOpMaIuH,
npeHa3HAYeHHBIX JJI1 HECAHKLIIMOHUPOBAHHOI'O YHUUTOXKEHUS, OJIOKUPOBAHMS, MOIUDUKAIIIH,
KOIMPOBAHUS KOMITBIOTEPHOM MH(POPMALIUN MU HEUTPAIHU3aLUU CPEJICTB 3alUThl MH()OpMAIHIH,
a TaK)Ke pearnpoBaHus Ha OOHapyKEHHE STUX NMPOrpaMM U UHGOpMaIUH.

1.9. CpenctBo 3ammThl WHPOPMAIMU — TPOrpaMMHOE OOECIeYeHUe, MPOTPaMMHO-
ammapatHoe — oOecliedeHHWe,  amnmapaTHoe  oOecliedeHHWe, BEIIeCTBO WM MaTepha,
NpeIHa3HAYCHHOE WM UCTIOIB3yeMOe IS 3aIIUTHl MHPOPMAIIHH.

2. OO01mue moJI0KEeHUs

2.1. Hacrosmas Uuctpykuus no antuBupycHoit 3amute MAOY IO «AAT» (nanee —
WHCTpyKIMS) peryaupyeT BOINPOCHl OpraHMU3allid aHTHUBUPYCHOM 3aIIUTBl U TpeOOBaHHUS K
NOPSAKY MPOBEACHNS aHTUBUPYCHOI'O KOHTPOJIS.
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2.2. UncTpykuusi ycTaHaBIMBaeT TpPeOOBaHHS W OTBETCTBEHHOCTh IPHU OpraHU3aluu
3alUThl  MHGOPMAallMM OT pa3pylLIalolIero BO3JEHCTBUS BPEAOHOCHBIX IPOTpaMM  —
KOMIIBIOTEPHBIX BUPYCOB.

2.3. TpeboBanus Hactosmend MHCTPYKUIUH SBISIOTCS 00S3aTEIbHBIMU JUISI UCTIOTHEHUS
Bcemu paboraukamu MAOY J1O «JJIAT» (manee — YupexkneHus), HCIONb3YIONIMMHA B CBOCH
paboTe cpencTBa BHIYMCIUTEIBHON TEXHUKU.

2.4. Bce paboTHUKU YUpeXIEHHS, UCHOJIb3YIOUINE aHTUBUPYCHBIE CPEACTBA, IOJKHBI
OBITH O3HAKOMJIEHBI ¢ TpeOOBaHUAMH HacTosed NHCTpyKiyen mo/1 HOIMUCh.

2.5. Hacrosmas WHCTpyKuusi SBISETCS IOMOJIHEHHEM K JCWCTBYIOUIUM JIOKAJIbHBIM
HOPMAaTUBHBIM aKkTaM (BHYTPEHHHM JOKyMEHTaM) IO BompocaMm obecredeHusi 0e30ImacHOCTH
CBE/ICHUI KOH(MICHIMAIBHOTO XapaKTepa, B TOM YHCJIE M MEPCOHATBHBIX JAHHBIX (Hajee —
[1/1H), ¥ HE UCKITIOYAET 00SM3aTEIHHOTO BEITIOTHEHHS HX TPEOOBAHU.

3. TpeOGoBaHUsI K AHTHUBHPYCHBIM CPeICTBAM

3.1. B VupexineHuu K MNPUMEHEHUIO JOIMYCKAIOTCS JUICH3UOHHBIE AHTUBUPYCHBIC
nporpaMMHble W (WJIM) MTpOrpaMMHO-alllapaTHble CPeICTBa (AaHTUBUPYCHBIE CpEACTBA),
3aKyIJICHHBIE Y pa3paboTurKa yKa3aHHbBIX CPEJICTB WM €ro OQHUIHAIbHBIX UIEPOB.

3.2.  AHTUBUpPYCHBIE CPEICTBA JOJDKHBI (DYHKIHOHHPOBATH B TEUCHHE BCErO BPEMEHHU
paboThl CPEJCTB BHIYMCIUTEIBHON TEXHUKU (OT MOMEHTA 3arpy3KH OMEPAllMOHHON CHCTEMBI 10
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHUBUPYCHOE CPEICTBO HE JIOJDKHO CYIIECTBEHHO 3aTPyIHATH pabOTOCIIOCOOHOCTH
CPEJICTB BEIYUCIUTEILHON TEXHUKH HHPOPMAITMOHHBIX CHCTEM NIEPCOHABHBIX JAHHBIX (J1anee —

WCTI/Tn).

4. TIpaBa u 00s13aHHOCTH

4.1. AHTUBUPYCHOH 3aluTe MOJICKUT BCs, oOpabaTbiBaeMas B YUpPEXJECHUU IpH
IOMOIIIM CPEACTB BBIYUCIUTENBHOM TEXHUKH, HMHGPOpMalus, HE3aBUCHUMO OT OrpaHUYEeHUM
JIOCTYTIA K HEH.

4.2. ®@aiupl, OMeNIaeMble B 3JICKTPOHHBIA apXWB JIOJDKHBI B O0S3aTEIFHOM IOPSIIKE
MPOXOJUTh AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBimBaeMoe (M3MEHSIEMOE) TMPOTpaMMHOE OOEeCIeUeHne JODKHO OBITh
IIPEIBAPUTEIBHO IPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCII[H 3ampemiaercss yCTaHOBKA MPOrpaMMHOTO OOecIieueHus, He CBS3aHHOTO C
BBINOJIHEHHEM  (DYHKIUH, TNperyCMOTPEHHBIX TEXHOJOTHYECKUM IPOIeccoM 00paboTKu
UHpOpMaLINH.

4.5. ConpoBoxaeHue (peryysipHoe OOHOBIICHHE, aHTUBUPYCHBIN KOHTPOJb, BEHISBICHUE
(bakToB 3apaK€HUs U MPOBEIECHUE CIY>KEOHBIX paccie0BaHui) MpaBUJl aHTUBUPYCHOM 3alllUTHI
BO3JIaraloTCs Ha OTBETCTBEHHOTO 3a obecrieuenne 6ezonacHoctu [1/1a B UCIT/IH.

4.6. OcHOBHBIC 33]]a41 OTBETCTBEHHOTO 3a oOecnieuenne Oe3omacuoctr 1] 8 UCII/H:

— OpraHu3aunus Ipolecca yCTaHOBKM aHTUBUPYCHBIX cpeacTB B MCII/IH;

— COIPOBOXJECHHE AHTUBHPYCHBIX CPEICTB (OOHOBJIEHHME, AHTUBHPYCHBIH KOHTPOIb,
COIIPOBOKJCHHE JEWCTBUI TOJb30BaTENe B CiIydasx OOHApyXeHHsS BHPYCOB,
obecrnieueHrne paboTOCOCOOHOCTH aHTUBUPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSIHUSL CUCTEMBI aHTUBUPYCHOM 3alIUThI HH(OPMALMU B Y UPEKICHUH.
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4.7. OrtBercTBeHHBIH 3a oOccreuenne Oe3omacHoctu [l B MCIIJIH Hecer
OTBETCTBEHHOCTb 3a:

— 32 CBOCBPEMEHHYIO YCTAHOBKY aHTHUBUPYCHBIX CPEJICTB;

— 32 JKCIUlyaTaluio (aHTHBHPYCHBIA KOHTPOJb, PAa0OTOCIOCOOHOCTh AHTUBUPYCHBIX
CPEICTB, COMNPOBOXJIEHUE MICHCTBUI MONb30BAaTENCH B CiIydasx OOHapyKEHUs
BHUPYCOB) CUCTEMbI aHTUBUPYCHOM 3aIlIUThI MH(POPMALINH;

— 32 CBOEBPEMEHHOE OOHOBIICHUE JIMIIEH3UN HAa AaHTUBUPYCHBIE CPE/ICTBA;

— 32 CBOCBPEMEHHOE OOHOBIICHUE aHTUBHPYCHBIX 0a3.

4.8. OtsercTBeHHBIN 32 obecnieuenne Oezonacuocty [1/{n B UCIIIH nmeer mpaBo:

— BHOCUTH MPEJJIOKEHUS 10 COBEPIICHCTBOBAHUIO CHCTEMbl AHTUBUPYCHOM 3aIllUTHI
nHpopmanuu;

— T[PUHUMATHh y4YacTHE B IUIAHUPOBAHUU MEPOIPHUATUNA IO AHTUBUPYCHOM 3alUTE
uH(pOpMaIlMU U TNIAHUPOBAHUU OCHAIICHUS] aHTUBUPYCHBIMH CPEICTBAMU;

— OCYIIECTBISITH KOHTPOJIb COCTOSIHUSL CPEJICTB aHTUBUPYCHOM 3allIUThI HH(OPMALIUY B
YupexaeHuu,

— UHUIMHPOBATH CIyeOHbIE TPOBEPKU U YYaCTBOBATH B MIPOBEJICHUU pacclieOBaHUN
o pakram 3apaxenus supycamu MCIIIH 1 cpeicTB BEIUMCIUTEILHON TEXHHUKHY;

— OKa3bIBaTh IMOMOIIlb B PEHICHUH TPOOIJIeM, BOSHUKAIOUINX MIPU IKCIUTyaTaI[i CPEICTB
AHTHUBUPYCHOM 3aILUTHI.

4.9. Tlomp30Barenh AHTUBHPYCHOTO CpEACTBA — JIMIIO, HA paboyeM MecTe KOTOpOro
MIPUMEHSETCS AaHTUBUPYCHOE CPEJICTBO.
4.10. Tlonmp3oBaTensiM aHTUBUPYCHBIX CPEJICTB 3aIlpPeIaeTcs:

— MEHATh HACTPOWKHM WM OTKJIIOYaTh CPEJACTBA AHTUBUPYCHOH 3alllUTHl BO BpPEMs
paboThI;

— HCIOJb30BATHh CPEJICTBA AHTUBUPYCHOW 3alIUThl, OTIMYHBIE OT YCTAaHOBJIEHHBIX
CPEICTB;

— 0e3 pa3pelieHusi OTBETCTBEHHOTO 3a obOecrnedenne Oe3omacHoctu [1[n B UCII/In
KOIMUPOBATH JIFOOBIE (pailyibl HA CheMHBIE HOCHTENIU UH(POPMAIIUH, YCTAHABIUBATh U
WCIIOJIB30BaTh JII00OE TMporpaMMHOE OOecreueHre, He TMpeAHa3HAYeHHOE IS
BBITIOJTHEHUSI CITY’KEOHBIX 3a/1a4.

5. HOpﬂ)IOK U NEPUOAUYTHOCTD O0OHOBJICHHSA AHTUBHPYCHBIX 0a3

5.1. CaoeBpeMeHHOe OOHOBiIEHHE 0a3 JaHHBIX CpPEICTB AHTUBUPYCHOM 3alUThHI
uHpOpPMALIUU  SBISETCd HEOThEeMJIEMOW 4YacThio oOecredeHuss d3()(EKTUBHOW TONUTUKU
AQHTUBHMPYCHOM 3aIIUTHI HHPOPMALIHH.

5.2. YcraHoBKe OOHOBIIEHWI MODKHO mpenmiectBoBark TtectupoBanne MCII[H Ha
OTCYTCTBHE HETAaTUBHBIX BO3JICHCTBHUI OT BHOBb yCTAHABIMBAEMBIX OOHOBIICHHIA.

5.3.  YcraHOBKE HOBBIX BEpCHH MPOTPAMMHOT0 00ECIICUCHHUS WIIH BHECCHUIO U3MEHEHHH 1
JOTIOJTHEHWH B JICWCTBYIOIEE TMpOrpaMMHOE OOecTiedeHre JOJDKHO —IPEIIecTBOBATh
tectupoBanue VMCIIJIH Ha OTCYTCTBHE HEraTUBHBIX BO3JEHCTBHI yKa3aHHOTO MPOTrPaAMMHOTO
o0ecreyeHusl.

5.4. TlepuoanuHOCTH OOHOBJICHHS AHTUBUPYCHBIX 0a3:

— oOHoBIeHUE aHTUBUPYCHBIX 0a3 ams Bcex UCII/IH, MMEIOImUX MOAKITIOYCHNE K CETSIM
O0IIero IMOJB30BAaHUSI M CETSIM MEXKIYHApOJAHOTO HH(POPMALMOHHOTO OOMEHa,
JOJDKHO OBITh  €XKEeTHeBHBIM. VCTOYHMK OOHOBICHHMS — cepBep pazpaboTumka
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AHTUBHPYCHOTO CpEICTBA, JMOO COOCTBEHHBINM IIEHTPAJIM30BAaHHBIA CETEBOM
UCTOYHUK OOHOBIIEHUH, TNOJy4yarouii OOHOBIEHHS C cepBepa pa3padoTyuKa
AQHTUBHUPYCHOTO CPEJICTBA.

— ooOnosienne anTuBUpycHbIX 0a3 st UCII[IH, He uMEIOMUX MOIKIIOYEHHE K CeTSIM
o0lIero MOJIb30BAHUA M CETAM MEXKIYHAPOJIHOTO HH(MOPMALMOHHOTO OOMeHa,
O0OHOBJICHHE JOJKHO OBITh HE MeHee | pasza B Hezemo. MICTOYHMKOM OOHOBJICHHSI B
JAHHOM CITy4yae SIBJISIOTCS aHTUBUPYCHBIC 0asbl, 3alMCaHHBIC HA MPEIBAPUTEIHHO
YYTEHHBIA B YCTAHOBJICHHOM MOPSIKE CHEMHBIN MAITMHHBIA HOCUTEh HHPOPMAIIHH.

6. HOpﬂ)IOK H NEPUHOAUYHOCTD NMPOBECACHUA AaHTUBUPYCHOI'0 KOHTPOJIH

6.1. OObekTamMu aHTUBUPYCHOT'O KOHTPOJIS SBJISIOTCS:
— KECTKHE MarHUTHBIC AUCKU pabouux cranmuii u cepsepoB UCII/H;
— CeTeBblEC XPAaHWINIIA (CUCTEMBl XpaHEHUS JAHHBIX);
— OmnepaTHBHAas U CUCTEMHAs MMaMsITh CPEJICTB BHIYUCIUTEIILHOW TEXHUKH,
— CbEMHbIE MAIIMHHBIE HOCUTEIN UH()OpPMAIIHH;
—  BXOASAIIMHI ¥ HCXOASAIINI KOHTEHT (BeO-TpaduK);
— (paitipl, moNywaemble U TEpeJaBaeMble Yepe3 CETH OOIero IOJb30BaHUS U
MEXIyHApOAHOTO HH(GOPMAITMOHHOTO 0OMEHa;
— TIOYTOBBIC COOOIIECHUS IICKTPOHHOHN MOYTHI.

6.2. AHTHUBUPYCHBIH KOHTPOJb BXOAfAIlIeH HWH(MOpPMALMU CO CBHEMHBIX MAIIMHHBIX
HocuTenel uHpopManuu HEOOXOJUMO MTPOBOAUTH A0 TMepeHoca WHGOpMaluu Ha KECTKUN
MarHuTHBIM JUCK paboueld CTaHIIMM WM ceTeBoW auck. Mudbopmarus, mnomydaemas 1o
TEJIEKOMMYHHUKAITMOHHBIM KaHaJlaM, JIOJDKHA MPOBEPSITCS BO BPEMsI, MJTU Cpasy MOCIIE TOJTyYSHHUS.
Kontpons wucxomsmieit wuHpopManuu HEOOXOIUMO TMPOBOAWTH HEMOCPEICTBEHHO TeEpe.
OTMPABKOM (3aMMChIO HA ChEMHBIA HOCUTEID).

6.3. Buasl ¥ NepuOANYHOCTh AHTUBUPYCHBIX MPOBEPOK MPEICTaBICHBI B TabMIIe 1.

Tabmuna 1
Ne OOBEKT KOHTPOJIS Bun npoepku Hepuonntiocts
n/n MIPOBEPKH
1 JKecTkue MarHuTHBIE AUCKH PabOIMX ITonHas mposepka 1 pa3 B MecsIg
cranuuit u cepsepon UCII/Ix BricTpoe ckaHMpOBaHUE 1 pa3 B HeemIO
2 CeTteBble XpaHWININA (CHCTEMBI XpaHEHHS TosHas npoBepka I pas B mecsy
JIAHHBIX)
3 OnepatuBHas U CUCTeMHas naMath cpenctB  |IlonHasi mpoBepka 1 pa3 B MecsIg
BBIYMCIIUTEJIbHON TEXHUKU BricTpoe ckaHupoBaHUE 1 pa3 B He#eIIO
IIpu kaxxiom
4 |CwemHBIC MamIMHHBIE HOcHTenu HH(opMarn |IloxHas mposepka
TIOJKJIIOYEHUH
MuHUMaNbHO HE0OX0MMOE TpeOOoBaHHE -
5 |Beb6-Tpadux HACTpOWKa aHTUBHUPYCHOI'O CPEACTBA 110 IocrostHHO
YMOTYAHHIO
dailbl, osryyaeMble U IepeaBaeMble 4epes [Mpn xaxom
6 |cern oOuIero 1MoJIb30BaHUS U IonHast mpoBepka MOJyYeHHUH U
MEXXIYHApOIHOTO MH(POPMAIIMOHHOTO 0OMEeHa OTHpaBKe
MuHuManbpHO HeoOxoaumoe TpeboBanue - | IIpu kaxaom
7 |IlouroBble cooOImIEHNS 3TEKTPOHHON TIOUTHl  |HACTPOHKA aHTHBUPYCHOT'O CPEJCTBA T10 MOJTyYeHHUH U
YMOTYAHHIO OTIIPaBKe

7. Tlopsinok aeiicTBuii Npu 00HApPYKeHUH BHPYCOB

7.1. OcHOBHBIMH TyTsIMHU TpoHUKHOBeHHs BupycoB B MCIIJIH sBisroTCS: JIIOOBIC
ChEMHBIC MAIlIMHHBIC HOCHTEIH HH()OpMAINH, SJIEKTPOHHBIC MOYTOBBIE COOOMICHUs, Tpaduk,
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MOJIy4aeMbIi M3 CeTel OOIIEro MOJIb30BAaHUS U CETEeH MEXIYHApOAHOTO0 HH(POPMAIIMOHHOTO
oOMeHa, paHee 3apa’KeHHbIe padoure CTaHIIMK U CepBepa.

7.2. B ciydyae oOHapy>KeHUS BUPYCOB MPU BXOJHOM KOHTPOJE CHEMHBIX MAIIMHHBIX
HocuTenell mHpopMmauuu, (GaiioB WM AIEKTPOHHBIX IOYTOBBIX COOOIIEHUH, IOJIb30BaTENh
JIOJIKEH:

— HEMEIJICHHO MPUOCTAaHOBUTH BCE PabOTHI HA CBOEH paboueil craHINH;

— coo0muUTH OTBETCTBEHHOMY 3a obOecnieuenue 6ezonacHoctu [1/Jn B UCITIH o daxTe
oOHapy»KeHUs BUPYCa;

— TPUHATH COIJIACOBaHHBIE C OTBETCTBEHHBIM 3a obOecrieueHue Oe3omacHoctu [1/1H B
UCIIJH Mepbl 1O JIOKaIM3alMd M YAQJICHUIO BHpPyCa C HCMIOJb30BAHUEM
AHTUBUPYCHBIX CPEJCTB.

7.3. Ilpu HEBO3MOXXHOCTH JIMKBHUIAIIMM  IOCJIEACTBHUI  BHPYCHOTO  3apa’keHUs
OTBETCTBEHHOMY 3a obecnieuenue Oezonacuoctu [11n 8 UCII[In HeoOxoaumo:

— coo0muTe O QakTe OOHAPYKEHHS TMPOTPaMMHBIX BHPYCOB B OpPraHH3AIHIO,
OCYIIECTBIISIONIYI0 TEXHUYECKYIO MOAJIEPIKKY IKCIUTyaTallH CPEICTB aHTUBUPYCHOM
3alUThl HHGOPMAIIUK;

— 3aapXMBHpOBaTh  3apaXeHHbIC (ailbl ¥W  HANpaBUTh C  [PHIOKCHUEM
COOTBETCTBYIOIIIETO COIMPOBOIUTEIBHOTO JOKYMEHTA B OpraHH3aIHIo,
OCYIIECTBIISIONIYI0 TEXHUYECKYIO MOAJIEPIKKY IKCIUTyaTall CPEICTB aHTUBUPYCHOM
3aIUTHI MHOOPMALIHH.

7.4. llpu nomydeHun uHOOPMALMKA O BO3MOKHOM HapyIICHWH JIHOO BBISBICHHH (haKTa
HapymeHuss TpeOoBaHW Hacrosimedl WMHcTpykumm pabora Ha pabodeld CTaHIMM JaHHOTO
MI0JIb30BATENsl HE3aMEIUTENIbHO OJOKMpYETCsS MO PEIIEHUI0 OTBETCTBEHHOIO 3a oOecredeHue
oe3onacunoctu [1/1n B UCIT/IH.

7.5. ®axTel MOIUGUKALIMK U PA3pYIICHUS JaHHBIX Ha CEpBepax WM pabOuMX CTaHIIHUIX,
3apaKeHHe WX BHpPYCaMH, a TakKke OOHapyXeHHe IPYrHX BPEIOHOCHBIX MPOrpaMM — BCE ATO
OTHOCUTCS K 3HAUYMMbIM HapylIeHUsM Oe30macHOCTH WH(OpMAMM | JOJDKHBI  OBITh
MIPOAHATU3UPOBAHBI TOCPEICTBOM MPOBEICHUS CIIYKEOHOTO paccie0BaHusl.

7.6. CnyxeOHOE paccleoBaHHE IPOBOJUTCS KOMHUCCHEH, Ha3HauYaeMOW IPUKA30M
Hupexkropa VYupexnaenus. B cocraB komuccun B 00s3aTebHOM TNOPSAKE BKIHOYAETCS
anmunuctpatop MCIIJIH, oTtBeTcTBeHHBINM 3a obecrieuenue Oe3omacHoctu [IJJln B HUCII/H,
HETOCPEICTBEHHBI PYKOBOAMUTENb PaOOTHHKA, IOMyCTUBIIET0 (akT kommpomeranuu. [lpu
HEOOXOJJUMOCTH B COCTaB KOMUCCUU MOTYT BKIIIOUAThCS IPYTUE PAaOOTHUKH.

7.7. Pe3ynbTarhl pabOTHl KOMUCCHH OQOPMIISIFOTCS aKTOM. AKT MOJICKHUT YTBEPHKICHUIO
Jupekropa YupexaeHus.

7.8. B mporecce paboThl KOMUCCUU 0053aTE€IBHBIMU JJIsl YCTAHOBJICHUS SIBIISIOTCS:

— Jara u BpeMms 3apaxeHus (0OHapy>KeHUs 3apakeHus);

—  ®UO, nomKHOCTh U ToApa3JefeHrne pabOTHUKA, TEXHUYECKOE CPEACTBO KOTOPOIO
3apake€HO BUPYCHOM MPOTrPaMMOi;

— YPOBEHb KPUTUUHOCTHU 3apaKEHUS;

— 00CTOATENBCTBA, CITIOCOOCTBOBABIIIHE 3aPAKECHHUIO;

— uH(bOPMaLMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apAKEHUEM;

— XapakTep U pa3Mep pealbHOTO M MOTSHIIMAILHOTO yIepoa.

7.9. B xone cBoeit pabOThI KOMHCCHSI MOXKET 3alpalinBaTh 0ObSICHUTEIBHBIC 3aIMUCKU OT
pabOTHUKOB, MOJ03PEBAEMBIX B BHHOBHOCTU 3apakKeHUs (IIyTeM MUCHBMEHHOrO 3alpoca HX
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HEIMOCPEACTBEHHBIM pyKoBoauTeNsIM). OObACHUTENbHAS 3alCKa J0JDKHA OBITH MpEICTaBlieHA
KOMUCCHH B TeueHHe 3 (Tpex) pabouux HEH ¢ MOMEHTa MOCTYIJICHUS 3anpoca. B cinyyae oTkasza
NPEOCTaBUTh OOBSICHUTENIBHYIO 3aIUCKY, TaHHBIA (DaKT OTpaskaeTcs B aKTe.

7.10. VYHHUYTOXEHHE MaTepHajOB PACCIENOBaHUS (PAKTOB 3apaKCHUS OCYILECTBIISETCS B
COOTBETCTBUH C yCTAaHOBJICHHBIMH TPEOOBAHUSMHU I10 JICIIONPOU3BOJICTBY M HOMEHKJIATY POl JIelI.

8. OTBeTCTBEHHOCTH

8.1. Ilomw3oBatenu m OTBeTCTBEeHHBIM 3a obOecrneueHue Oe3omacHoctu I1[ln B MCIIu
HECYT OTBETCTBEHHOCTH 32 HEHa IJIeXKalee CTIOIHEHHE HIIM HEUCIIOJIHEHUE CBOMX 00s13aHHOCTEH,
MPeyCMOTPEHHbIX HacTosuedl WHcTpykuued, B mpeaenax, OIpeneieHHBIX JIEHCTBYIOIUM
3aKoHOaTeNbCTBOM Poccuiickoit denepannu. 3a HecoOoieHIE TPeOOBAHHUH 3aKOHOJATEIHCTBA
Poccuiickoit ®enepaunu  NpeayCMOTpPEHA TIpaKJaHCKas, YrojoBHAas, aIMUHUCTpPaTUBHAS,
JTUCHUTIIMHAPHAS OTBETCTBEHHOCTb.

9. CpOK JeHCTBUA U MOPAAOK BHECCHUSA H3MeHEeHH I

9.1. Hacrosmas MHCTpyKIUs BCTYIIAeT B CHIIy C MOMEHTA €€ YTBEP KJICHHs U AEHCTBYET
OeccpovHo.

9.2. Hacrosmas MHCTpyKIMs NOUIEKUT NEPECMOTPY HE PeXe OJHOrO0 pas3a B TPU roja.

9.3. U3MmeHeHMss U [ONOJHEHMs B HACTOAUIYI0 VHCTPYKLHMIO BHOCSTCS NPUKA30M
Jupekropa YupexneHus.
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[Mpunoxxenne 4
k npukazy MAOY J1O «AT»
oT«___ » 202_r. Ne

NHCTPYKIUA
10 OPTraHN3alUN Pe3ePBUPOBAHUS U BOCCTAHOBJIEHHS PA00OTOCTIOCOOHOCTH TEXHUYECKHX
CPelICTB U MPOrpaMMHOI0 o0ecnevyeHusl, 623 JAHHBIX U CPEICTB 3alIUTHI HHPOPMAIIUT

B HHGOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TAHHBIX
MAQOY 0 «44T»

1. TepmMuHbI U onpeaesIeHUsI

1.1. ABToMaTH3UpOBaHHOE paboyee MECTO — MPOrPaAMMHO-TEXHUYECKUH KOMILIEKC,
NpeJHa3HAYCHHbIH U1 aBTOMAaTU3alM1 AEATEIbHOCTH OIIPEIeIEHHOIO BU/IA.

1.2. UadopmannonHas cucTemMa nepcoHabHBIX TaHHBIX — COBOKYITHOCTh COAEPKAIIUXCSI
B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECIIEUMBAIOIINX UX 00pabOTKy MH(POPMAIMOHHBIX
TEXHOJIOTMIl U TEXHUUYECKUX CPE/ICTB.

1.3. O6paboTka TeEpCOHANBHBIX JaHHBIX — JI000e JeHCTBHE (Omepamus) WM
COBOKYITHOCTb JICHCTBHI (OIepalinii), COBEpIIAEMBIX C UCIIOIb30BAHUEM CPEJICTB ABTOMAaTU3aLUU
win 0e3 UCIOJb30BaHUS TAKUX CPEACTB C MEPCOHAIBHBIMU JITAHHBIMH, BKJIIOUYasi cOOp, 3aluch,
cUCTeMaTHU3alliio, HAaKOIJICHUEe, XpaHeHHe, yToOuHeHne (0OHOBJIEHUE, U3MEHEHHE), U3BJICUCHHE,
UCIOJIb30BaHUE, TIepeady (paclnpocTpaHeHHEe, NpPeAOCTaBICHHE, AOCTYH), O0e3IMYMBaHUE,
0JI0KMpOBaHKE, YAAJICHUE, YHUUTOKEHHE IePCOHATIbHBIX JAHHBIX.

1.4. KonduneHMaapHOCTh HH(POpPMAIMK — 00s3aTeNbHOE JJIS BBINOJHEHHS JIUIOM,
MOJIyYMBIIUM JIOCTYIl K OIpeiesieHHOM uHpopManuu, TpeOOBaHUE HE IMepelaBaTh TaKYIo
MH(pOpPMaLIMIO TPETHUM JIHIIaM 0e3 coracus ee o0aaTens.

1.5. IlepcoHanbHble JaHHbIE — JIt00ask HHPOPMAIHs, OTHOCALIASCS K MPSIMO UM KOCBEHHO
OTIpe/IelIEeHHOMY MJIH ompeesieMoMy GU3NYeCKOMY JIMIY (CyObEKTY MepCOHAIBHBIX JJAHHBIX).

1.6. ITonp3oBarens MH(MOPMAMOHHONW CHUCTEMbI MEPCOHANBHBIX JAHHBIX — PaOOTHUK,
OCYILECTBIAIONIMI  00pabOTKY TMEpPCOHAIBHBIX JIAaHHBIX B HH(QOPMALMOHHOW CcHCTeMe
NEPCOHAIbHBIX JaHHBIX.

1.7. CpencTBo aHTUBHPYCHOM 3alllUThI — IPOTPAMMHOE CPE/ICTBO, peanu3ytoliee GyHKIUN
OOHapy»eHHsI KOMIIBIOTEPHBIX HporpamMMm JHOO HWHOM KOMIBIOTEpHON uH(pOpMaluy,
IpeHa3HAYeHHBIX /Il HECAHKIIMOHUPOBAHHOTO YHUUYTOXXEHUS, OJOKMPOBaHUS, MOAU(PUKALINY,
KOIMPOBaHUS KOMIIBIOTEPHON MHPOPMAIUK WU HEUTpaIM3allui CPEJCTB 3alIUThl HH(popManuu,
a Tak)Ke pearupoBaHusl Ha OOHApYKEHHE ITUX NMPOrpaMM U HHPOPMALIUH.

1.8. CpenctBo 3ammrthl MHGOpPMAMM — MpOrpaMMHOE OOecredyeHue, MPOrpaMMHO-
anmapatHoe — oOecriedeHue, amnmapaTHoe  oOeclieyeHHue, BEIIeCTBO  WJIM  Marepua,
npeHa3HauYeHHbIE WM UCTIOIb3yeMBbIe IS 3aIUThl HHPOPMALIUH.

2. O0mme mMoJIOKEHUA

2.1. Hacrosmas MHCTpyKIusT 1O OpraHU3allid PE3ePBHPOBAHUS W BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEJICTB M IMPOTrpaMMHOro obecrieueHus, 0a3 TaHHBIX U
CpenCTB 3anuThl HHGOPMAIMK B WHPOPMAITMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX MAQOY
O «AT» (manee — MHCTpyKIMS) yCTaHABIMBACT OCHOBHbIE TpeOOBaHMS K OpraHU3alMu
pPe3epBHOrO KOMMPOBAHUS (BOCCTAHOBIICHHS) IPOTPAMM M JAHHBIX, XpaHAIIKUXCS B 6a3ax TaHHBIX
WH(OPMAIIMOHHBIX CUCTEM NIepCOHANBHBIX JaHHbIX (nanee — UCITIn) MAOY 10 «IAT» (nanee
— YupexxJeHue), a TakKe K pe3epBUPOBAHUIO AINAPATHBIX CPENICTB.

2.2. Hacrosmas UHcTpyKIus pa3paboTana ¢ 1emblo:
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orpezeneHusi Kareropuu MHbopMaluy, NoJJiekamield 00s3aTeIbHOMY pPe3epBHOMY
KOIMPOBAHUIO;

ONpEeNeNCHUsT IPOLEIypbl  pPE3EpPBUPOBAHMS  JAHHBIX JUISl  MOCJIEAYIOIIEro
BoccTaHoBJIeHHs paboTocrnocooHocTr UCIIJIH pu MOJHON WM YaCTUYHOHN ToTepe
uH(OpPMalIMK, BBI3BAHHOW COOSMHU WJIM OTKAa3aMM anapaTHOTO MM IPOTrPaMMHOTO
oOecrieueHus, OmMMOKaMH TIOJb30BaTENel, Ype3BhIYAHBIMU OOCTOSTEIHCTBAMU
(Tokapom, CTUXUHHBIMU OCICTBHSAMU U T.1.);

onpezeNieHus] TMOpsSAKa BOCCTAaHOBIEHUS HHQPOpPMAIMK B ClIy4ae BO3HUKHOBEHHUS
TaKkol HEOOXOAUMOCTH;

ynopsiiodeHus: paboThl M ONpeAeNiCHUS OTBETCTBEHHOCTH JOJKHOCTHBIX JIHII,
CBSI3aHHOU C pPE3EPBHBIM KOMUPOBAHUEM M BOCCTAHOBIICHHEM HH(POPMALINH.
HenictBue Hactosdmend HMHCTpyKIMM pacnpoCTpaHSETCs Ha BCEX IIOJIb30BaTElIei

UCTIJn YupexneHus, a Tak)ke Ha OCHOBHBIE CHCTEMbI 00eCIeYeHNs HEMPEPBHIBHOCTH pabOThHI U

BOCCTAHOBJICHUS PECYPCOB TP BO3BHUKHOBCHUHN aBapHﬁHBIX CHTyaHHﬁ, B TOM YHCIJIC:

2.4.

CHCTEMBI JKM3He00eCcIeYeH s TEXHUUECKUX CpCACTB;

CHCTEMBI 00eCIIeUeHH OTK8.3OYCTOI7I‘II/IBOCTI/I;

CHUCTCMBI PC3CPBHOI0 KOIMMUPOBAHUA U XPAHCHUA JAHHBIX

Ilon PE3CPBHBIM KOIIMPOBAHHEM I/IH(1)OpMaI_II/II/I IIOHUMACTCA CO31aHUC M30BITOYHBIX

KOMUN 3amuinaeMoil MHGOpMAIMK B SJEKTPOHHOM BHJAE Il OBICTPOrO BOCCTAHOBJICHUS
paborocnioco6HocTr MCII/IH B citydae BOSHMKHOBEHHSI aBapHWHOW CHUTYallMH, TTOBJIEKIIEH 3a

co00i1 MOBpEXIEHUE WU YTPATy JAHHbIX.

2.5.
KaTErOpyi:

2.6.

P€3€pBHOMy KOIIMPOBAHUIO HOJJICIKUT I/IH(i)OpMaIII/ISI cIcayromux OCHOBHBIX

uHpopmanus, odpadbareiBaemas nonb3oBatensiMu B UCII/IH, a Taxoke nHpOpmanus,
HeoOxoaumasi Juisi BoccTaHOBieHHUs paborocnocoonoctn WMCII[AH, B T.4. cucrem
ynpasieHus: 6a3amu gaHHbIX (nanee — CYBJ]) obuiero noiabp3oBaHus U CIPaBOYHO-
MH(POPMALIMOHHBIX CHCTEM OOLIETo NCIOIb30BAHNUS;

pabouue KOMUM YCTaHOBOYHBIX KOMIIOHEHTOB MPOIPAaMMHOI0 0OecreueHus: 00Iero
Ha3HA4YeHUs] M CHELMATU3UPOBAHHOIO IPOTPAMMHOIO OOECHEeYeHUsl CEpPBEPOB HU
pabourx CTaHIIHIA;

uHpopManus, HeoOXoAMMas Ui BOCCTAaHOBJEHMS CHCTEM YIpaBieHUs Oa3amu
nauubix WCIIJIH, JOKaJbHOW BBIYUCITUTEIBHOM CETH, CHUCTEMBI SJEKTPOHHOTO
JTIOKYMEHTOO00pOTa;

perucTpanroHHas HHGOpMalKs CHCTEM 3aIIUThl HHPOpPMAaLIUY,

npyrass uHdopmauust MCII[IH, mo MHEHHIO TMoOJb30BaTeseil, aJIMUHUCTPATOPOB
UCTI/In 1 oTBeTCTBEHHOIO 3a obecredeHre 0e30MacHOCTH MEePCOHATIBHBIX JaHHBIX
(manee — II[Jn) B UCII[AH, sBistomascs KPUTHYHOM aiii paboOTOCIIOCOOHOCTH
NUCTIdn.

Hactosmas WHcTpyKkuus sBiseTcs OOMOJTHEHHEM K JAEMCTBYIOLUIUM JIOKAJIbHBIM

HOPMATUBHBIM aKTaM (BHYTPEHHUM JOKyYMEHTaM) IO BONpocaM obOecredeHus: 0e30MacHOCTH

CBeJICHUI KOH(I)I/II[CHL[I/IEUIBHOFO XapaKkTepa, B TOM YUCJIIC U HI[H, 1 HE UCKJII0YAET 0053aTeILHOIO
BBITIOJTHCHUSA UX TpC6OBaHHI>'I.

3. OOmmue TpeGOBaHMS K pe3ePBHOMY KONMPOBAHUIO
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3.1. B HHcTpyKIu# pe3epBHOTO KOIMUPOBAHHS OIMMCHIBAIOTCS ACUCTBUS MPH BBHITIOJTHEHUU
CJICAYIOUINX MEPOTIPHSITHN:
— Ppe3epBHOE KOMHPOBAHHE C YKa3aHHEM KOHKPETHBIX PE3epPBUPYEMBIX HaHHBIX H
armapaTHBIX CPEJICTB (B Clly4ae HEOOXOIUMOCTH);
—  KOHTPOJIb PE3ePBHOI'0 KOIIMPOBAHUS;
—  XpaHEHHE PEe3ePBHBIX KOIUH;

- IMOJIHOC NJIKM YaCTHYHOC BOCCTAHOBJICHHUC JaHHBIX.
4. OTBETCTBEHHOCTD 32 COCTOSIHHE PE€3€PBHOI0 KONMMMPOBAHUSA

4.1. OTBETCTBEHHOCTb 32 KOHTPOJIb HaJ CBOEBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KOIIMPOBAHUSI U COONIOJICHHMEM COOTBETCTBYIOIIEeH WHCTpyKIMM, a TakkKe 3a BBIIOJHEHHUEM
TpeOOBaHUI MO XpPaHEHWIO PE3EPBHBIX KOMUI U MPEIOTBPALICHUIO HECAHKIMOHHUPOBAHHOIO
JOCTyTa K HUM BO3JIaraeTcsi Ha OTBETCTBEHHOTo 3a obecnieuenue 6e3onacuoctu [11n B UCIT/IH u
aagmuHuctpatopoB UCIT/IH.

4.2. B cnyuyae oOHapyXeHHs MOIBITOK HECAHKIIMOHUPOBAHHOTO JOCTYIa K HOCHUTENSM
pe3epBHON HHQOpPMAIMKM, a TaKKe HHBIX HapylIeHUsX HWHGOPMAIMOHHON O€30MacHOCTH,
IPOU30UIEIIINX B MPOLECCE PE3EpPBHOTO KOMUPOBAHUS, COOOILAETCS OTBETCTBEHHOMY 3a
obecrieuenne OeszomacHoctu [1/ln B MCII[IH B TeueHuwe pabodero AHS TOCiIE OOHAPYKEHHUS
YKa3aHHOTO COOBITHS.

5. HepI/IOIlI/I‘lHOCTL PE€3€PBHOI0 KOIMMUPOBAHUA

5.1. PesepBHOE KONMUPOBAaHUE CIEHUATM3UPOBAHHOTO MPOrPaMMHOr0O oOecrnevyeHus
MIPOU3BOUTCS MPH €ro MOTYYSHHH (€CITU 9TO MPELyCMOTPEHO HHCTPYKIHEH MO ero MpUMEHEHHUIO
Y HE TPOTUBOPEUYHT YCIOBUSIM €T0 PACIIPOCTPAHEHHUS ), @ TAKIKE IIPHU €T0 OOHOBIIEHUH U MOJIYYESHUN
WCIIPaBJIECHHBIX U OOHOBIICHHBIX BEPCHIA.

5.2. UWnadopmamus, cojepxamascs B IOCTOSHHO H3MEHSEMBIX 0a3ax JaHHBIX,
COXpaHsETCS B COOTBETCTBHUH C TpaduKOM.

5.3. He pexe omHOro pasa B TojJl HA HOCHUTEIM JJIMTEIHHOTO XPAaHEHUS 3aIHChIBACTCS
uH(poOpMallvsi, HE OTHOCSMIAsACd K TIOCTOSHHO U3MEHSEeMbIM 0a3aM JaHHBIX (TPUKa3bl,
pacmopsHKeHUs, OTKPBIThIE U3JaHUS U T.1.).

6. BoccraHoBiieHMe MH(pOPMALMH U3 Pe3ePBHBIX KONMUI

6.1. B ciyuae HEOOXOIMMOCTH, BOCCTAaHOBJICHHWE JAaHHBIX W3 PE3EPBHBIX KOIMUH
MIPOU3BOJIUTCS] OTBETCTBEHHBIMU PAaOOTHUKAMHU.

6.2. BoccraHOBIeHWE MAaHHBIX W3 PE3EPBHBIX KOMHI TPOUCXOAWT B ClIydae ee
MCYE3HOBEHUSI WJIM HapylIeHHs BCIEJICTBUE HECAHKIIMOHUPOBAHHOTO JOCTyNa B CHCTEMY,
BO3/ICIICTBUS BUPYCOB, IPOrPaMMHBIX OIINOOK, OIIMOOK paOOTHHUKOB U anmnapaTHBIX cOOEB.

6.3. BoccraHoBieHHE CHCTEMHOIO IPOTPaMMHOIO OOECNedYeHUs U IMPOrpPaMMHOIO
oOecrieyeHns OOIIEr0 Ha3HAYCHUsT MPOU3BOAUTCS C HUX HOCHTENEH B COOTBETCTBUU C
MHCTPYKUHUSMHU IPOU3BOIUTES.

6.4. BoccranoBienue CHELMATN3UPOBAHHOTO IIPOrpaMMHOTO obecrieyeHus
MIPOU3BOJIUTCS C JAUCTPUOYTHBHBIX HOCHTENEH MM HUX PE3EPBHBIX KOMUH B COOTBETCTBUU C
MHCTPYKUHUSMHU IO YCTAHOBKE UJIM BOCCTAHOBJIEHUIO JAHHOT'O MIPOrPaMMHOT0 0OecTieyeHusl.

6.5. BoccranoBnenue nHGOpMAIMH, HE OTHOCSIIEHCS K MOCTOSTHHO U3MEHSEMBbIM 0Oa3am
JAHHBIX, MPOU3BOAMUTCS C Pe3epBHBIX HocuTenel. Ilpum 3ToM mcnonb3yercst mociuenHsas KOMUs
uHpOpMaLIUH.
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6.6. Ilpm dYacTHYHOM HaApyUIEHWW WJIA HWCYC3HOBEHHWU 3amuced 0a3 JTaHHBIX
BOCCTaHOBJICHHE TIPOM3BOJUTCS C MOCJCIHEH HEHAPYIICHHON eXeIHEeBHOW Konuu. [TomHOCThIO
uH(pOpMaIlMs BOCCTAHABIMBACTCS C TIOCIEAHEHW ©XEHEeNEIbHOW KOIMUU, KOTOpas 3aTeM
AOMOJIHACTCA CKCAHCBHBIMU YaCTUYHBIMHA PE3CPBHBIMHA KOIIHUAMMU.

1. CpOK JeHCTBUA U MOPAAOK BHECCHUA H3MeHEeHM it

7.1. Hacrosmas MHCTpyKIUs BCTYIIAeT B CHIIy C MOMEHTA €€ YTBEP KJIEHHs U JEHCTBYET
OeccpoyHo.

7.2. Hacrosmas MHCTpyKIMS NOUIEKUT NEPECMOTPY HE PEXe OAHOTO pa3a B TPH roja.

7.3. V3MeHeHMs W [ONOJHEHMs B HACTOALIYI0 VIHCTPYKLHMIO BHOCSTCS NPUKA30M
Jupekropa YupexaeHus.
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[Mpunoxenue 5
k npukazy MAOY J1O «AT»
ot «22» stuBaps 2024 r. Ne 811/4

HOoPAIOK
o0paleHus c0 CbeMHbIMH MAIIMHHBIMYU HOCUTEJISIMH ME€PCOHATbHBIX JaHHBIX
B MAOY JO «1AT»

1. TepmuHBbI U onipeneaeHus

WNudopmanroHHas cucteMa MEepCOHAIBHBIX TAaHHBIX — COBOKYITHOCTH COJICPKAIIUXCS B
0a3ax NMaHHBIX MEPCOHAIBHBIX TAHHBIX M O00ECICYMBAIIUNX MX 00paOOTKY MH(POPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEICTB;

CbeMHBII MaIIMHHBIA HOCHUTENb NEPCOHANBHBIX JAHHBIX — CMEHHBI HOCHUTEIb
NEPCOHANBHBIX TaHHBIX, MPEIHA3HAYCHHBIN IS 3aIMCH M CUNTHIBAHUS MEPCOHATBHBIX TaHHBIX,
NPE/CTAaBICHHBIX B CTAaHAAPTHBIX KOJaX;

O06paboTka NepcoHANBHBIX JaHHBIX — JII000e JeiicTBue (omepainus) Wi COBOKYIMHOCTh
JecTBUH (Omeparuii), COBEpIIaeMbIX C HCIIOJIB30BAHUEM CPEJICTB aBTOMATH3allMH Win 0e3
UCITIOJIB30BaHUSI TaKUX CPEJACTB C TIEPCOHAIBHBIMU JIaHHBIMH, BKJIOYas cOOp, 3amucCh,
CHCTEMaTH3aIlMI0, HAKOIUICHHE, XpaHCHHUE, YTOYHCHHE (OOHOBJICHUE, M3MEHEHHE), U3BJICUCHHE,
UCIIOJIB30BaHUE, TMepenady (pacrnpocTpaHeHHe, NPEAOCTaBICHHE, JOCTYI), OO0E3IMYMBaHUE,
OJIOKMpOBaHKE, YAAJICHHE, YHUUTOKEHHIE NIEPCOHATBHBIX JaHHBIX;

[lepconanbHble naHHBIE — JI00ast WH(GOPMAIHS, OTHOCAIIASICS K MPSIMO HIM KOCBEHHO
OIpeIeIECHHOMY WJIH onpezesieMoMy (pru3nueckoMy JuLy (CyOBbEeKTy epCOHaNbHBIX JIAHHBIX);

CpencTBo 3amuThl HHGOpMAIIK — IPOTpaMMHOE 00ecTiedeHre, TPOTPaMMHO-aIapaTHOE
oOecrieyeHue, ammnaparHoe oOecreyeHHe, BEIIEeCTBO WJIM MaTepHaj, IpeJHa3HaueHHOe WIN
UCTOJIb3YeMOe /IS 3aIUThl THPOPMALIUH.

2. OO0wmue mMoJI0KeHUus

2.1. Hacrosmmii Ilopsgok oOpamieHusi cO ChEMHBIMH MAIIMHHBIMH  HOCHUTEIISIMH
nepcoHaybHbIX JaHHBIX B MAOY J10 «JAT» (nanee — [Topsnok), pazpaboTaH B COOTBETCTBHH C
3aKoHOAaTenbCcTBOM Poccuiickoit ®enepanun o nepcoHaldbHBIX JaHHBIX (nanee — [1/IH) u
HOPMAaTHUBHO-METOIMYECKUMU IOKYMEHTaMHU (heJiepaibHbIX OPraHOB UCIIOJHUTENBHOM BIACTH 1O
Bomnpocam OezonacHoctu I1/[H mpu ux o06paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEePCOHATIbHBIX
nanHbIX (nanee — UCIIIH).

2.2. Hacrosmuii [Topsimok onpenenser:

— IpaBuia OOpaIleHUs] CO CheMHBIMH MAIlIMHHBIMU HOCUTENSIMH MH(OpMAIMH, B TOM
yucie u [1/Jn (nanee — CMHN);

— nopsaaok opranuzauuu yueta CMHU;

— mopsaok yanutoxkennss CMHU.

2.3. Tlon CMHU B mHacrosmem Ilopsake TOHMMAKOTCS CICAYIOIIHE HOCHUTEIH

uH(popMauu:
— onruyeckue aucku (CD, DVD) ogHOKpaTHOM 1 MHOTOKPAaTHOM 3amucH;
—  DJIEKTPOHHBIE HAKOMUTENHN HHOpMALUHU ((PI31I-TaMSTh, ChEMHbIE )KECTKHE TUCKH);
—  MHBIE HOCUTENU UH(OPMAIIH.

2.4. TpeboBanus Hacrosamero Ilopsaka sBisOTCA 00s3aTENbHBIMU JUISL HMCHOJIHEHUS
Bcemu paboraukamu MAOY JIO «JAT» (manee — YupexaeHue), UCTONB3YIOIMIMMHA B CBOSH
pabore CMHU.
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2.5. Bce pabotauku Yupexnaenus, ucnoias3ytomue CMHU, nomkHbI ObITH 03HAKOMIICHBI
¢ TpeOoBaHUSIMH HacTOSIIKUM [lopsIKOM O MOIITHUCK.

2.6. Hacrosmmii Ilopsgok sBiseTcs IOMOJHEHHEM K JCHCTBYIOIIUM JIOKAJbHBIM
HOPMAaTUBHBIM aKkTaM (BHYTPEHHHM JOKYMEHTaM) IO BOMpOcaM oOOecredeHusl 0e30MmacHOCTH
CBEJICHHI KOH(DHUIESHITMAILHOTO XapakTepa, B ToM uncie u [1/1H, 1 He ucKIirrodaeT 0053aTenbHOro
BBITIOJTHEHUS X TPEOOBAHMIA.

3. IlpaBuia oOpaieHusi CO CbeMHbIMH MAIIMHHBIMH HOCHTEJISIMH MEPCOHATbHBIX
JAHHBIX

3.1. Oo6pamenne co CMHUM ngomkHO OCYIIECTBISETCS TakuM 00pa3oM, YTOOBI
MCKIIIOYAIIMCh UX yTpaTa, opya U HECAaHKIIMOHUPOBAHHBIN TIOCTYT K HUM TOCTOPOHHUX JIUII.
3.2. Ilpu obpamennn co CMHU, BEINONHAIOTCS CIIEAYIONINE OCHOBHBIC MTPaBHJIA!

— CMHM/ yuuTbIBatOTCS ¥ BBIIAKOTCS MO/ MOAIKCH;

— CMHH, cpok s3kcrmilyaTallud KOTOPBIX MCTEK, YHHYTOXKAIOTCSI B YCTAHOBJIECHHOM
MOPSIKE;

— gna BeiHOca CMHUM 3a mpenmensl KOHTPOJIMPYEMOW 30HBI, 3alpallivBaeTCs
CHeIMallbHOE pa3pelleHue y OTBETCTBEHHOro 3a obecrneuenue OezonacHoctu [1/1x B
UCTI/n (nanee — OTBETCTBEHHBIH), a GaKT BEIHOCA (PUKCUPYETCS;

— mnpaBo Ha nepemenienne CMHMU 3a npenenbl KOHTPOIUPYEMO 30HbI, UMEIOT TOJIBKO
T€ JHIA, KOTOPHIM OHO HEOOXOAMMO I BBINOJHEHUS CBOMX JOJDKHOCTHBIX
o0s3anHOCTEH (PyHKLINN);

—  Bce CMHMU nomxHbI XpaHuTcs B ceiidax (MeTautnueckux mkadax), 000pyJ0BaHHbBIX
BHYTPEHHUMH 3aMKaMH C JByMs WId Oolee AyOnuKaTamMu KIIOYEH W
MPUCTIOCOOJICHHBIMU /ISl OTEYaThIBAHUS 3aMOYHBIX CKBAXHH WIU KOJOBBIMH
3aMKaMH;

— pomyckaetcs xpanenue CMHMU BHe celihoB (MeTaminyeckux mKadoB) TP yCIOBHUIX
yHuuroxxenus (crupanus) [1/11 u ocrarounoit nndopmanuu (HHGOpMAIHH, KOTOPYIO
MO>KHO BOCCTAHOBUTH MOCJE YAAEHHUS C TOMOIIBIO HEMITATHBIX CPEJCTB U METOJIOB)
C HUCTOJB30BAaHUEM CPEACTB CTHUPAHHS JaHHBIX M OCTATOYHOW MHMOpManuu, J1U00
€cIM Ha CbeMHOM MammHHOM Hocurene IIJIH  xpansarca tomsko II/IH B
3amu(ppPOBAaHHOM BHJE C HCIIOJB30BAHUEM CPEACTB KPUNTOTpadUUecKON 3aliuThl
uH(pOpMaLIUH.

3.3.  CMHMU nomkeH MCIONB30BaThCSA, HEe 0oJiee CPOKa IKCILTyaTallMH, YCTAaHOBICHHOTO
W3TOTOBUTEIEM MAaTePUATIbLHOTO HOCUTES.

4. HOpﬂIlOK XPaHCHUA U YUY€Ta CbEMHBIX MAIIMHHBIX HOCHTeJeil NEePCOHANBHBIX JAHHBIX

4.1. CMHMU, nomxHBl UIMETh CIIEHUAIBHYIO MAapKUPOBKY. THII MapKHUpPOBKU BBIOMpaeTcs
OTBETCTBEHHBIM.

4.2. Bce mwnHaxomsmmecs Ha XxpaHeHMH W B oOpamennn CMHUW  yuurtbBaroTcs
OtBercTBeHHBIM B «OKypHalle yyeTa CbeMHBIX MAIIMHHBIX HOCUTENEH MEePCOHAIBHBIX IaHHBIX B
MAOY J10 «JAT», popma kotoporo ycranosiena B [Ipunoxenuu 1 k Hacrosimemy [opsaxy.

4.3. B HepabGouee BpeMs M BpeMs OTCYTCTBHS HEOOXOIMMOCTH HUCHOIb30BaHus I1/IH
CMHMU nomxHbl xpaHuThes B Xpanunumax CMHU.

4.4. Ilepeuenp xpaHwuil omnpezaensercs B <«OKypHale yudera XpaHWIHIL HOCHUTENEH
nepcoHaNbHbIX 1aHHbIX B MAOY 1O « A T».
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[Tonp3oBarenu s BeimoaHeHUs: padot nonyyatror CMHU y OtercTBennoro. [1pu

MOJIyYeHUHU JIeJIal0TCAd COOTBETCTBYIOLME 3amucu B «JKypHaje ydyeTa ChEMHBIX MAallWHHBIX
HOCHUTENEH nepcoHaNbHBIX JaHHBIX B MAOY 1O « 11 T».

5. HOpﬂ)IOK YHUYUYTOKCHUSA CHbEMHBIX MAIlIMHHBIX HOCHTeJeil MEPCOHAJIBHBIX TAHHBIX

5.1.

5.2.

Yuauuroxenue [1/[H mpon3BOAUTCS TOIBKO B CIEAYIOMMUX CIyYasx:
obpabateiBacmbie [IJIH TmOIe)KaT YHUYTOKEHHIO JUMOO OOE3IMYMBAHUIO 10
JOCTH>KEHUH Liesiell 00pabOoTKH WM B ClTydae yTpaThl HEOOXOAMMOCTH B IOCTH)KEHUHU
ITHX LIEJIeH, €CIIM UHOE HE MPELyCMOTPEHO (eiepaIbHbIM 3aKOHOM;

[Tla SIBISIFOTCS HE3aKOHHO IMOJIYYCHHBIMH WM HE SIBISIOTCS HEOOXOTUMBIMU JUIS
3asBJICHHOM 1171 00paboTKH;

B cllydyae BBISBICHUS HempaBoMepHou o0pabotku I[I/ln, ecnu obecrednTh
paBoOMepHOCTH 00paboTku [1/IH HEBO3MOKHO;

B CJIy4yae JOCTIKEeHHs 11esu 00padotku [1/1H;

B city4ae oT3bIBa cyOobekToM I1/[H cornacust Ha 0O6paboTky ero [1/1H u B ciyyae, ecnu
coxpanenue [1/1a Gonee He TpedyeTcs nms neneit oopadorku I1/[H.

CMHMU, npumeniiyie B HETOJHOCTh WM OTCIY)KHMBILIKWE YCTaHOBIEHHBIA CpPOK,

nmouIC)KaT YHUYTOXKCHHULO.

5.3.

Yunuroxxenne CMHMU ocyiecTBisieTcss KOMUCCHEN MO0 YHUUTOXEHUIO, HA3HAYEHHOU

npukasom Jlupekropa YupexaeHus.

5.4.

5.5.

[Tpu yanuroxxenun CMHMU Heo6xomumo:

ybeautbest B HeoOxoaqumocTn yanuToxennss CMHU;

yOeauTbcss B TOM, 4YTO YHHYTOXKAIOTCS TOJNBKO Ta UHpOpMaLus, KoTopas
IIpeHa3HaueHa JUIsl YHUYTOXKECHHUS],

yanutoxkute CMHU moaxonsdmuM cnocoGoM, B COOTBETCTBHM C HACTOSIIUM
[TopsiakoM uaM cnocoOOM, YKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHMM WIIU
pacropsiANTEIbHOM JOKYMEHTE.

[Tpu yanuroxxenun CMHU npumensitoTes cneyromye cnocoOsl:

u3MeNbyeHne B OyMmaropesaresbHOM (OyMaroyHMYTOXKMTENbHOM) MallMHe — IS
JIOKYMEHTOB, UCIIOJTHEHHBIX Ha Oymare;

TIIATEJIbHOE  BbIMapblBaHME (C  IMPOBEPKON  TIIATEIBHOCTH  BBIMAphIBAHUA)
uH(pOpMallMy, TMOJUIekKAIIed YHMUYTOXKEHUI0O — JUJIsI COXPaHEHUS BO3MOKHOCTH
00pabOTKM MHBIX JAHHBIX, 3a()UKCUPOBAHHBIX B IOKYMEHTE;

U3MeNbUCHHE B CIEIHATBHOW MYJIBTUPE3aTeIbHON (MYJIBTHYHHUYTOKUTEIHHOM )
MallMHE WK (U3NYECKOe YHUUTOXKEHHE (pa3pyllieHHe) HOocuTened MHpopMaluu —
s CMHU Ha onTHYecKNX OUCKAaX;

¢usnueckoe yanuroxkenue yacreit CMHU — paspyiienne wim cuiibHas 1eopmarius
— JUIsl HOocuTeded MHGpOpMAIMM Ha YECTKOM MarHUTHOM JAHMCKe (YHHYTOXXEHHIO
MOJJIe)KaT BHYTPEHHUE IUCKM U Mukpocxemsbl); SSD-muckax, USB- u Flash-
HOCUTENAX (YHHUUTOXKEHHMIO TOJUIeKAT MOAYJIM U MUKPOCXEMBI JO0JTOBPEMEHHOM
MaMsTH);

CTHpaHME C TIOMOIIBIO CePTU(PUIMPOBAHHBIX CPEICTB YHHUUTOXKEHUS MHPOPMAITUN —
JUIs 3anucei B 6a3ax JaHHBIX U OTACIBHBIX JOKYMEHTOB Ha MalllMHHOM HOCHUTEJIE.
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5.6. Ilo pesyapratam yHuutokenus CMHUM xomuccueir cocraBimseTrcss «AKT
YHUYTOXKEHUS CHEMHBIX MAIIUHHBIX HOCHTENEH MEepPCOHANBHBIX JAaHHBIX», (opMa KOTOPOro
ycranosineHa B [Ipunoxenuu 2 k nacrosimemy [lopsaxy.

6. OTBEeTCTBEHHOCThH

6.1. OrtBeTcTBEeHHBIM 32 XpaHeHue, yueT u Beinauy CMHMU, sBnsercs OTBETCTBEHHBIH.

6.2. Bce pabotHuku Yupexaenus, ucnoisdyomme CMHU um OTBETCTBEHHBIM HECYT
OTBETCTBEHHOCTh 3a HEHaJUIeXKalllee MCIOIHEHWE WM HEUCIOJHEHHEe CBOUX O00s3aHHOCTEH,
MpeIyCMOTPEHHbIX HacToAmuM llopsakom, B mpenenax, ONpPENEICHHBIX JEHCTBYIOIIUM
3aK0HO1aTeLCTBOM Poccuiickoit denepannu. 3a HecoOMOAeHUE TPeOOBAHNN 3aKOHOIATEIHCTBA
Poccuiickoit ®enepaunu MpeayCMOTpPEHA Tpa)KJaHCKas, YroJOBHAasg, aJAMUHHCTpAaTUBHas,
JTUCLUHUIIMHAPHAS OTBETCTBEHHOCTD.

7. CpOK JeHCTBUA U MOPAAOK BHECCHUSA H3MeHEeHH I

7.1. Hacrosmuii [Topsanok BcTymaer B CUIIy C MOMEHTA €rO YTBEP)KIEHUS U JIEHCTBYET
OeccpovHo.

7.2. Hacrosmwmii [Topsiiok moanexxut nepecMoTpy He peke OJIHOTO pasza B TPH roja.

7.3. H3meHeHus u nonoysiHeHHS B Hacrosuiuid [lopsaok BHocsATCs mpuka3zom JlupekTopa
Yupexnenus.
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OOPMA

[Mpunoxenne 1
K HOPSAIKY 0OpalieHusi CoO CbeMHBIMU
MalIMHHBIMU HOCUTEJISIMU MEPCOHATBHBIX
nanueix B MAOY 11O « A T»

KypHaa ydyera cbeMHBIX MAIIMHHBIX HOCHTEJIEH MePCOHATBHBIX TaHHBIX
B MAOY 10O «AT»

o Howmep Pacniucka B nonydeHun IToamuce JlaTta 1 HOMED
— | Tun HOCcuTens | (cepuitHbIi/ OTBETCTBEHHOI'O Mecto xpaHeHus IIpumeyanue aKTa
/1 . dUO Jlara IToamnuce
HWHBEHTAPHBIN) JHna YHUYTOXKEHUS
1 2 3 4 5 6 7 8 9 10
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[Mpunoxenue 2

K MOPS/IKY OOpaIIeHUsI CO ChEMHBIMHU
MAIIMHHBIMH HOCHUTEIISIMU TTEPCOHATBHBIX
nanHeix B MAOY 1O «JIJT»

OPOPMA
AKT

« _» 20 T No

06 YHUYTOXKCHUU CHbEMHBIX MAallIMHHBIX
HOcUTENEeH NEPCOHAJIBHBIX JaHHBIX

Komuccus B coctase:
[Ipencenarens:

YsieHbI KOMUCCHUU:

1.
2.
3.

coCTaBuIn HaCTOHIHI/Iﬁ aKT O TOM, 4YTO B pE3YJIbTATC HpOBCI[GHHOfI 3KCHCpTHOﬁ OLICHKHU ITOAJICIKAT
YHHUYTOXKCHUIO CJICAYIOMHNE ChbEMHBIC MAIIMHHBIC HOCUTECIIU IICPCOHATBHBIX JAHHBIX !

No Jlata OKOHYAHUSI CPOKa 00PabOTKH Y4eTHBIN HOMEP ChEMHOTO HOCUTEIS WIIH
H/_H 38.(1)I/IKCI/IpOBaHHI)IX Ha HOCHUTECJIC HaMMEHOBAHUEC TEXHUYECKOT'O CPEACTBA, HA HpI/IMe‘-IaHI/Ie
NIEPCOHAJIBHBIX JAHHBIX KOTOPOM YHHYTOXKAKOTCsI (pailibl
1 2 3 4

Bcero cbeMHBIX HOCUTEIEN

(tpamu 1 IPOTIHCHIO)
Hepe‘lI/ICHeHHHC CbCMHBIC HOCUTCIIM YHUUTOXCHBI ITYTEM

(Mexar—mqecxoro YHUYTOXKCHUS, CKUTaHUS, pa3pe3aHus, )qu)OpMI/IPOBaHI/Iﬂ n T.l'[.)

[Ipencenarens:

YiieHBI KOMUCCHUHU:
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